TR A & rce in detaj] |
the scope of B-Cornmerce 1 detail, |
Q2.(a) Explam MDU BCA RE 2018, RE 201% j

OR
What is E-Commerce? Explain‘ Scope il
E-Commerce in detail. MDU BCA_zm§
45 - OR |
i : i the SC()‘ :
What is E-Commerce? Describe pe of |
E-Commerce. .  MDUBCA RFE 2017, 207y |

Ans. E-Commerce

E-commerce can be defined as a modern busines |
methodology that addresses the needs of organizations, |
merchants, and consumers to cut costs while improving

the quality of goods and services and increasing the
speed of service delivery, by using Internet.

OR _ .
E-commerce refers to a wide range of online business
activities for products and services. It also pertains to
any form of business transaction in which the parties
interact _electronically rather than by physical

- exchanges or direct physical contact.

OR

known as e-commerce.
OR

Doing business online is

E-commerce describes the buy,
products, services and - inforn
networks including the Internet



E-commerce is buying and selling, marketing and
servicing and delivery and payment of products, service
and information over the Internet, intranets, extranets
and other networks, between an inter-networked
enterprise and ils prospects, customers, s uppliers and
other business partners.

It differs from the traditional electronic commerce in the
way that it enables the trading of goods, money and
information electronically from computer to computer.
Rusiness is done electronically and there is no longer a
need for physical currency or goods to conduct business.

The functions included in e-commerce are:

¢ Buying and selling of products.

« Shipping of products.

¢ Producing financial statements.

All these functions are without human intervention,

which is termed as real ‘E’ in e-commerce.

E-commerce is a range of online business activities that
include explaining products or services and providing a
mechanism for customers to buy those products and
services from a website or internet and.
online shopping and online purchasing, &

Scope of E-Commerce

The potential for e-commerce devel
Now-a-days one can buy products
sites like Flipkart, Jabong and A
e-commerce everything from gym ¢
are available online. E-business is a



e

cases. It includes E-Trading, E-Franchlsmg, E‘Malh g
E-Engineering ¢tc. Scope of e-commerc ,
enumerated as fol‘lows.

{. Exchange of digitized information

€ cap

Technology-enabled

Customer retention

il

Accounting
Supplier integration
6. Support the exchange

TIPS

1. Exchange of digitized information

The digitized information exchange can represey
communications between two parties, coordination of |
the flow of goods “and services, or transmtsqron of

electronic orders. These exchanges can be between |
organizations or individuals. |

2. Technology-enabied~

E-commerce is about technology enabled transacnons
Web browsers are perhaps the best known of these §
technology-enabled customer interfaces. However, other §
interfaces including automated teller machines (ATMS) §
also fall in the general category of e-commerce:
Business once managed transactions with customers andi
markets  strictly through human '
e-commerce, such transactions can
techno]ogy

3. Customer retentmn

E-commerce enables orgammtxons to
~.customized market information tha

T



= and how they operate mtemally in m4
-pmw m«s, and bybtcms.

customers through fast order fulfillment and effecuve
customer relationship management (CRM). End- to-End
supply chain management in e-commerce provides the
apportunity to optimize the overall flow of demand and
supply and results in fruitful customer retention. s

“Accounting

Financial accounting, treasury management and asset
management are best possible in e-commerce because of

integrated database. Financial planning and strategy
determination become more convericnt in e-c ommerce.

Supplier integration

For lowering inventory-carrying costs and broader
availability of material and opportunities, suppliers’
network can be integrated through EDI to implement

Just-in-time (JIT) inventory management.

Support the exchange

E-commerce includes intra- and mterorgamzanonal
activities that support the exchange. The scope of
e-commerce includes all electronically
interorganizational activities that dire
support marketplace exchanges. In
talking about a phenomenon that
business organizations relate to eX
customers, suppliers, partners, competi




32.(b) EXplain the impé(:t of e-,com_merce in detai],
MDU BCA RE 2018, 2018, RE 2016, 2016, RE 2015

\ns. Following are the impacts of e-commerce:
1. Abuse of power

: Imp’act on children

Encouragement of monopoly practices

1

2

3

4. Impacton employment'and labour policy
5. Impact on tax, trade and regulatorv Do licies -
6. Loss of secuntv L

7. Loss of pnvacy

8. <E-mail monitoring e

9." Loss of individuality

10. Improved pr-oductivityl

11. Cost Reduction |

12. Opportunities for new busmesses

13. Better i 1ventory-management

14. Better customer service

15. Better intéractions» :

1. Abuse of power”

Due to privacy- concerns, custo
provide incorrect mformatmn

' problems by having wrong info

databases Incorrect informatio

information is not verified properl
results The venﬁcatlon of



Worke, his will lead to a shift in

referencing can lead to positive consequences for both
individuals and the organizations,

Impact on children

The interactive and multimedia nature of e-commerce
technologies provides tremendous opportunities for
children to assess resources to attain educational goals, At
the same time, it presents unique challenges for
protecting the privacy of young children. During their
online buying, children may innocently provide
information that can lead to receiving undesired material
or junk mail. This adds another burden for parents to
monitor their children’ surfing on the internet.

| Encouragement' of mon()poly practices

Since e-commerce transcends geographical boundaries,
many big firms with known brands may not only expand
their markets, but may also enter into new business
activities across the broad spectrum of business activities.
This may help to reduce the costs and prices but it would
have a greater danger of creating a monopoly of e-

Impact o employment and labour pc ic

The ‘
5 igYO‘Wth of €-commerce is likely to
COmpgd-u: €Ct impacts on labour markets
| dilfttisn of employment. Faster rates
Products P00 may - create more ki

S reaguir :

Service Th'qmred to produce and deliver:
" *I€ Would be shift in kind of skills



5. Impact on tax; trade and regulatory policics

E-commerce has a strong’ impact on taxation and tax
policy. It has the potential to undermine the application of
domestic and national tax rules. Tax planning for an e-
business differs from tax planning for a traditional bricks-
and-mortar company. |

6. Loss of security

E-commerce has a potential threat to the security of
cansumers‘ personal information. When consumers buy
online, they typically input a credit card number and
other personal “nformation. Unauthorized persons could
access this infcrmation through flaws in the merchant's
computer system. Security refers to. integrity of the data
storage, processing and transmitting systefns.v While
buying online, people naively believe that their
communication is private and secure. But in many case,
that is not true and messages are insecure and vulnerable
to hackers : ‘

7. Loss of privacy

Privacy is defined as an individual’s right to be left alone,
free from interference or surveillance from oth
anacy has become a key issue as t'

customers. Most ‘companies collect 'inform
visitors who visit a company’s_website.

“cookies” are planted on a computex by the:
are surfed so that they track down the details
surfing patterns of visitors; develop idividug



online customers. Customers ‘feel that organizations
collect too much private information and may attempt to
gellitto a third party of potential marketers. '

8. E-mail monitoring

The use of e-mail in the workplace produces many
conflicting opinions in terms of its use and abuse both by
the user and the service provider. This causes confusion
with the legal and ethical guidelines that must be
followed with this communication medium in order to
maintain both the rights of the user (i.e. privacy) and the
rights of the service provider (i.e. monitoring). Thé,
primary  goal of a corporation ‘in ‘monitoring its
empléyee’s e-mails is to prevent those that are either
offensive or those that compromise the: company’s best
interests. However, providing managers with the means
to monitor their employees can result in an abuse of

—

power.
9. Loss of individu‘ality :

E-commerce technology is eroding. personal privacy
because consumers have no control over

{c

contj ‘ : ir individ
Wnt;nues, they may lose their individi
ould have no control over the inform

10,
Impmved productivity



Importance of e-commerce

Easy global reach: E-commerce enables a busiaess

organization to reach out to customers all over the
world.

Round-the-clock working: Website is open 24
hours, which allows order, delivery and payment at
any time. |

Production of  customized products and.
services: Products can be developed and offered to
suit the preferences of people residing anywhere in

‘the world.

Low cost of acquiririg, serving and retaining
customers: The cost of advertising, exchange of
information and display is reduced.

Knowledge of customer-behaviour: The buying
behavior of customers is recorded on real-time basis.

Improving customer services: chk response to

Easy connectlons: Ea}sy t
suppliers, distributors and re



Offers online services: It provides a big plat’formt v

increase customers Or chents by offermg Online
products and services.

Near the reach: E-commerce from a marketing

perspective, bri"ngs the product or the service closer to
the customers.

Saves time and cost: E-commerce reduces delivery
time -and labor cost. Thus it saves the t1me of both -
the vendor and the consumer.

Cost effective: E—commerce is one of the cheapest

means of doing business. It is the e-Commerce
development that has made it possible to reduce the

cost of promotion of products and services.-

No time barrier: E-commerce removes the time
barrier in selling the products. One can log on to the

internet even at midnight and can sell the products at
a single click of mouse. ‘ 3

L&

s User convenient:  E-comm Ic provides

convemence to customers by pl‘OVl

Helps in price reduc.tion: E-co;
price reduction by providing trans

flows and dynamic price deterv
online bidding and auctions.

Functions of E-commerce

There are four important functions of e-c




Communication: Communication is the ﬁrst most
important function of e-commerce. It aims at quick
delivery of information and documents to facilitate
business transactions. For examplez E-mail etc.

Process Management: As a second function of e-
commerce, . it covers the automation and

improvements of business processes. For example:
networking two computers together.

Service Management Service management is an
important function of e- commerce It is the

application of technology to 1mprove the quahty of
service. ~

Transaction Capabilities: Transactlon capabilities

Iefer to providing the ability to buy or sell on Internet

Of some other online serv
thkart COom etc.




dvantages and disadvantages of
What are the a
Q2.(d)

e-commerce? Explain.

Ans. Advantages of E-Commerce

Following are the advantages of e-commerce:

1. Economy

By any standard, e-commerce is economical. Unlike the
b)-’ck and-mortar (traditional) environment, there is pg
rick-and- . :
tal of physical store space, insurance or infrastructure
ren
investment.

2. Global reach

The internet can be accessed by anyone at anytime and
from anywhere in the world. Thus, the market reach of a
company goes beyond its geographic location and time
horizon to transact business with customers from all over
the world.

3. Information sharing and convenience

Electronic marketplaces improve information sharing

between merchants and customers and promote quick

deliveries. Customers and merchants save ml(])::j;
experience no traffic jams, and do not have to carry
shopping bags.

4. Round-the-clock operation

1 customers.
E-commerce enables both business houses and

i ortunity
to engage in business contracts 24 x 7. This opp

i i ration
has increased real-time business ope
connectivity to business.

s and customer~

6.

7.

Cost effectiveness

Business organizations evaluate the cost effectiveness of
every product before making any inves}ment on that.
E-commerce helps in lowering the various costs that
contribute to the total costs of the ’business such as

processing cost, procurement cost, purchasing cost,
selling and marketing cost.

Better customer service

E-commerce means better and quicker customer service.
Web-based customer service makes customers happy.
Customers have direct access to their accounts over the
internet. The overnight package delivery services,

tracking of the package online are the other examples of
better customer service.

Disintermediation
Using e-commerce, the business organizations can
directly approach the customers and suppliers, cutting
down the intermediaries, number of levels in the
as well as the cost. Thus, e-commerce facilitates
businesses  to operate - under a disintermediated

environment by providing direct communication between
customers and business organizations.

process

Interrelated business pértners

The value chain in e-
contractors and reg
Integrated trade part
Community improves

commerce consisting of suppliers,
ulatory agencies is fed by an
nership. Developing an electronic
the competitive position of businesg




~—

‘through low pricing, reduced invcmory-carryi“g cost andid

broader availability of materials.
9. Strong information base

E-commerce facilitates the dissemination of informmio
to wipe off any information gap. Information relate n
customer behaviour, inventory management,
preference, repeat purchase trends helps organiza(
developing strategies to survive and grow.,

to
brang
ons in

10. Improved customer relations

By providing customized products and serv
customers - and fulfilling several other
e-commerce can help in building a strong
relation that helps in retaining customers for a long
period. Thus, e-commerce helps in building a bage of
loyal customers by improving the customer relations,

ices tq
demans,
Customer

11. Customization

Digital products -are highly customizable. They are easy

_to reorganize, revise, or edit. With information about
consumer tastes and preferences, products can be

differentiated and customized to match the individual ;

needs.

12. Reduced cost of acquiring; serving and retaining
customers : ‘ '

It is relatively cheaper to acquire new customers with the
help of e-commerce. Through e-commerce, it i.s .also
possible to retain customer loyalty with ‘minimal
investments.

13.

Easy to build an extended enterprise
ias

i ctive and less expensive

B i plr 0"‘0‘:"‘;5 ;I:e:pfrfiese. Tools like Enterprisc
cnr:nix):g (ERP), Supply Chain Managemcnt
d éustomer Relationship Management.(CRM)

e f_m be deployed over internet. It provides an
gan e ffi " jency in time needed to market, customer
ik d increases the profits as well.

Way to ext
Resource Pl

improv .
loyalty, on-time delivery an

' pisadvantages of e-commerce

Following are the disadvantages of e-commerce:

Hidden costs

Often, there are various hidden costs associated with the_
products. For example: online purchases are often
accompanied by high shipping and re-stocking fees.
There are many e-commerce companies that overcharge
the customers for shipping and handling.

Network unreliability ‘ -

Network reliability problems arise in e-commerce
because of many factors such as:

® Long response time due to increased network traffic
or increased bandwidth.

* Equipment failure in the network connection
provider or ISP.

* Accidental problems caused by - nature such as

affect the communication



Q3.(a) Explain difterent type of E-commcrce‘ g A

1.

MDU
OR

Explain different type of E‘C““‘“‘erce

o

. Business-to-Business (B2B)

L

Business-to-Consumer (B2C)
Business-to-Employce (B2E)

Bow

Business-to-Government (B2G)

bl

Government-to-Citizen (G2C)

[+))

. Consumer-to-Consumer (C2C)
Business-to-Business (B2B)

B2B e-commmerce is any business process be
companies that uses Web based network technology. Iy
can include functions that provide the exchange of
information, facilitate business transactions ang

completely integrate the shared business processes fora
company.

In simple words, B2B
companies such as manufacturers selling to distributors

and wholesalers selling to retailers. B2B also involves

interaction between businesses by chain process or with
new trading partners, maintaining information flow
among all parties involved in the process.

i . ther

For example, Dell deals in computers an;l 0 =
: . g h

associated accessories online but it does not m; ets pﬁrst

these producis. So, in order to deal in those procucts, 7=

HCARE 201y

tween tyy

is doing business between |

N - »
y is to purchase them from unlikc businesses i.e. the
step 1

producers of those products.

" Business "
. Organjzation .
. 5
N 3
) glo
Y 212
Zzlg
=
e Order R T e N
“Wholcsaler - Website
et 2D
~
[e]
=] o~
g o]
& n
Y

s Customer

B2B e-commerce is also called e-marketplace or 2B
exchanges. This Web-based e-commerce is gradually
replacing older paper based system and it is faster,

cheaper and easier to modify and expand according to the
changing market dynamics. = ¢

2. Business-to-Consumer (B2C)

Business-to-consumer e-commerce is the commerce

between companies and consumers. It involves

customers gathering information, purchasing tangible

goods or other information goods such as software over
an electronic network.

B2C is the direct trade between the company and
consumers. It provides direct selling through online.



n‘:!; “" $S :.';- ¥
Organ lzn,tinn‘ &

B2C e-commerce is the trading anqd
relationship between an organization’s website gng B
end user. Examples of online retailing Companieg o
www.amazon.com, www.onsale.com ang many morg, I
these, e-commerce supplements the traditional Commerc,
by offering products and services through electronic
channels. Many e-commerce sites and companieg include
availability of physical space, availabij

lity of returns and
availability of customer services in these physical stores

Common applications of B2C e-commerce are in the

transacuonal

areas of purchasing products and information and

“personal finance management, which pertain to the
management of personal investments and finances with
the use of online banking tools. B2C e-commerce reduces
transaction costs by increasing consumer access to
information and allowing the consumers to find and

select the most competitive price for a product or a

service. ~
Business-to-Employee (B2E)

Business-to-employee (B2E) clectronic commerce uses

an intra-business network which allows companies 0.

provide products and/or services to their employees.

Typicnlly.
employee-

B2E networks to automate
companies use 3

SCHSCH.
related corporate processe

Buqincqq-m-Govcrnment (B2G)
4, Busincs

e-commerce  Or B2G is

ent
-governme sari. corpin les and

58-L0
Busin d as commerce betw

generally define
the public sector.
use of the Internet for public procurement,

fidfets (e and other govcmmcnt-rclatcd

licensing procedures,
operations.

For cxample: Business pay taxc‘s, file reports, or sell
goods and services to Govt, agencies.

' Business, |
‘Organization’
SR o FE Tt

Y

~Governmen

t

B2G is' a variation of B2B model. B2G e-businesses
create a market space for scllers wishing to do business
with government agencies. B2G e-commerce provides
information on government contracting and brings
suppliers and government agencies together.  B2G
website is used by the government to exchange

information and trade with various organizations across
the world,

4

Government-to-Citizen (G20)

G'avernment to Citizen refers to all dealings between
citizens and the government,

This type of ¢-com

merce is used by the overnme
dcpartmcnts to 5 i

directly reach to the public by setting up




the websites. These websites have government Policie,
rules and regulations related .to the. resPﬁCtivé |
departments. Any gitizen‘ may Interact - with theg,
websites to know the details. This helps thé'people o
know the facts. without going to the respectiy,
departments. - ,

G2C includes information about basic citizen serviceg
such as license renewals, ordering of birth/death/marriage
certificates and filing of income taxes. It also includes

information regarding citizen assistance for services like
education, health care etc. "

" A -
‘

Consumer-to-Consumer (C2C)

_Consumer-toeconsumer e-commerce or C2C is simply

commerce between private individuals or consumers.
Example: Me selling a car to my neighbour. -

. Receives products =00 0 T
172 et S - (1C ner:.

------------------



Q3.(c) Explain the various issues

Ans. Following are the mquee in

A I ol T

§ . m dEVQ]npin
e-commerce apphcatmns. : 8

applications:

Security issues
Flexibility issues
Scalability

Fault tolerance

User interfaces
Multi-channel interfaces

Security Issues

Security is a crucial feature as most of the
take place in a fully automated way. Restric
transmitted through a public network. Users
that their money is safe and will not be lost o

ted data are

I stolen.

2. Flexibility Issues

Scalability refers to the capability to support a certain”
number of users (thousands, even millions) -without

E-commerce systems are subject to frequent structural
changes because of mutations nf products and services
provided by the firm or commercial partnerships.

Scalability g

compromising with performance. It is important because

e 1S
a slow application often means to lose customers

(especially in B2C) since they have very small patience. -

; _

4. Fault tolerance

developing C-Commey, :
€

transactiopg

must be sure

A less fault-tolerant application will be less available to
the user. Unavailability of the site may incur losses for

" the company as it may lose its customers forever. Thus it

is necessary -that the e-commerce apphcauon is fault
tolerant. : :

. User Interfaces

An e-commerce application must be intuitive, easxly
accessible and simple to operate. In the case of B2C, it
must support profiling in order to anticipate the customer
requests. Also they need to be customizable,

. Multi-channel interfaces

E-commerce application interfaces must support several

. kinds of connections:

e Web browsers
o WebTV

Cellular phones (via WAP)



3.(d) Differentiate between Traditionga] Com 2
and E-Commerce.

Mme
MDU BCA RE 2916, 50 ¢
‘)-

ns. Following are the differences b

Commerce and E-Commerce: clween de“ionm
*‘»:i)e ncurred fm (hc
“role/ of mlddltmcq to‘
‘sell the products.

,jﬁ,—r-“( e

J'llf is not easy t.; cxpand'

(

s t'

(r
easy to expand the‘ snz’g
.o
onal;

"af lot ‘of

tr'msadmn‘ ’s_’ to expand the

_such a8 mfor{l?almnl o nEtWork‘
~exc‘m“g°’ b ST l’"m““lY«uthe Intemeu»,
ldenhf c;ngnpn of m.ms I i3 &
*or servnccs: buymg,_,
payment :

customer i

4 o g _,f
¢ mspec}mw ‘:~:of4.
before’ purclfase

; Y\ AR
""constltué'i\ts .,cust

adltional businéss is | 7;

S i
pen only for a hmnted ‘round the clock:'
tnme. ‘Thus, it has time’ §

i e A servnce. s
l!miiatlons. i )




on: ‘tfi%b""niﬁwrcea iinatet]

‘q ot of time to
a transaction
‘traditional

'9 It tal\cs
" complete
in
COMIETTE.
. C ommumc.ltmn
{ransactions are done
in synchronous way.

or

\l.mual intervention
is required for cach
commumcatlou or
transaction.

1. It q difl’icult ~to
establish & maintain
. standard practices in

\

|

{
l
l
I
|
&

1. Commumcatlons “of
' bnsmcss - depends
upon mdlwdual skills. :

13. There is ‘manual
' processmg of business
__transactions in

tradmonal commerce."
’I'hus, clerlcall_errors
- may occur. g

personal

 traditional commerce. |

14 Unavallablhty ot a"
“aniform platform as .
traditional commerce | -
depends heavﬂy on;

commumcatlon. s

t)me ,for both thE‘
consumers . and- - they|
business firm.

10. Commumcanon % orﬂ
transaction can. be9
~done in asynchronous
_way. Electronics’
system automatlcally"
handles when to‘pas 2
commumcahon

required person’ or d
the transactlons.

11.A uml‘orm strategy a
- “be’ easﬂy estabhshe
and ° mamtamed
e-commerce. ;

13 There 1s an autorna
processmg “of ‘busi
transactlons

e-commerce

umform platform
15 fOPlJ'O ! nlorm_gtmn
sharmg as it depends
‘ Lcommumcatlon.
" This ' can = prove

'busmess owners who

.capltal “to rent prime
etail space and staff 1t

‘lraditional
. you
¥ to people

% capablhty llmxts.
A Stocks are also hmlted

19 In a tradmonal store,
@»_ -the  customer will  be
i able -to - touch .and
ki ;;check the . 1tems to
‘::;:make sure they are
: Suitable, and even- try

them ‘on,  which

& reduces the number of
g;returned 1tems

comDlamts

hcavﬂy ‘on: persdnal ' “'

mvaluable for small’

-are -

cor |

'Commerce provndcs |
. a universal platform to-
!/ support commerclal S
“pusiness : actlvmes
_ across. the globe. ‘

16. E-commerce is usually ;
- much = cheaper thanf'i
mamtammg a physncal ‘,
-store - in’ an equally y
popular locatlon.
Opemng an onlme sto
“is much ea51er.

17. Wlth e-commerce, you
~can do’- busmess ‘with
. '“anybody “living : ‘on: a
- country you are able and
- willing to send mail to. "

18. An online store has no “
capablhty limits, ‘and
“you can have as many

_clients as your stock can
- SErVes; ;.- i

19. In an. e-commerceg
7 STOTe s o srgmficantlyi%
. hlgher rate of returnsf‘«
“are expected as. many7
will just order ‘and try.
g the items at home, and
3 ;won t hesitate to return b

them if they don’t find
.the 1tems su1tal)le :

\

—_—



Ans. Basically, an electronic market is a webg

: by Electronic Marke,.. -
. Explain. MDU BCA rg

2015

What do you mean by Electro
What are the various functions
the Electronic Markets? Explain,

ite’ where map

companies can buy from and sell to each other Using ,

common technology platform, They ar
sites on the internet that allow a large
and suppliers to meet and trade with each other, They age
also known as electronic market place

e-hubs, or busincss-to-business markets,

- An  electronic market IS an
information system that allows the
and sellers to exchange informay;
product offerings. The Jfirm ope

referred to as the intermediary, which may be a market
- a buyer or seller

‘ participant > an independent third
party, or a multi-firm consortium,

‘Electronic markets are the fo
commerce. They potentially
product ordering, delivery of

inter-organizational
participating buyers

rating the System s

undation of electronic
integrate advertising,

istics services that help

COmmunity activities like distri
Sponsoring online discussions, an
customer demand or industry’
and raw materials,

buting industry news,
d providing research on

nic Markets?' |
Performeqg by

€ the Commercg
Number of bllyers :

S, online Markes,

on about Prices and

products, and payment'
They may also support

forecasts for components

—

Functions of E-Markets

E-markets serve three particular functions:

L

They act as an exchange for business transactio'ns-
not only purchasing but also for checking pr.y:es
and stock availability, invoicing and order chasing.

They manage catalog content, converting product

information into a common format understood by
all parties.

They provide additional services to support the
trading process such qs shipping,

tendering and determining
Status.

Ppayment,
a company’s financial

s bution Processes, tq deliver and
me va]ue-added Services and o Stream]j
customer management 5



Q4.(b) Write about the characteristics of Electm v

0 the ", :
€ the

Ans. Following are the characteristics of electronic ek ;

2. Switching costs

3. Network externalities

Markets. What are the various barrierg t
success of electronic markets? What ar
various contributors in the
electronic markets? Explain.

>
.

Cost reduction i
Switching costs
Network externalities

Economies of scale and scope

VI i ol

Technological uncertainty

Cost reduction

Electronic markets reduce the costs of advertising brice '

and product information to additional customers. They

also reduce the cost of obtaining information on the

prices and products of alternative suppliers.

Electronic markets may require  sizeable investments

* from their participants, for hardware, software, employee.

training and organizational transformations.

The benefits for individual participants in electronic.
join  theil
h o large
for theil

wider selection 0f,»

more = businesses

Electronic  markets wit
ore value

markets increase as
information systems.
number of buyers and sellers create m

participants, who are provided with 2

otential suppliers and customers. These network
zxtemalities may also generate an early mover advantage

pecause early mOVers have more time to attract buyers

and sellers.
4. Economies of scale and scope

Electronic markets typically require large capital
investments and offer substantial economies of scale and
scope. Initially large system development costs " are
incurred followed by the relatively small incremental
costs for additional transactions until the capacity of

system is approached, resulting in substantial economies
of scale. ‘

5. Technological uncertainty

Potential participants of electronic markets  face

substantial uncertainty regarding the actual benefits of
joining such a system.

Barriers to Electronic Market Success

Following are the barriers to the success of e-markets:

Computer illiteracy

1.
2. Insufficient security

3. Hierarchical transaction governance
4. Lack of IT infrastructure

Computer illiteracy

The ley 32
el o Lo -
consumerg t}I: tc Orin Dl Mliteracy associated with th
at have access ' 1 e
o { SS . ¥
barrier (g e-marke to IT Infrastructure: ig =

5
uccess. Because of a lack of



Insufficient data and message security inhibitg So‘m i

education about compuicrs, o‘r Q4 1acK ot Wmingne
accept new technology, a certain proportion of conol
arc unable or unwilling to participate in Clectr il
markets. As more and more children are intro ducednl'c‘
computers in school, the proportion of consumers w}:o
potentially may participate in electronics wil] increase .0»:
the future. in_.

S§ to;‘f’f
Um’éts &

Insufficient security

companies and consumers from participating in o
commerce. Confidence, reliability, and protection of'."-‘
information against security threats are the cruchl
prerequisites for the functioning of electronic commerce;
Many initiatives are under way to improve security
through improved data encryption and digital signatures,
As the level of transaction security for e-commerce
related information transfer improves, the expected level
of e-market impact on industries, and the global economy

will increase.
Hierarchical transaction governance

Another barrier to e-market success is the fact thata
significant portion of all transactio?s are not m:iukzl‘
transactions, but  are hierarchical tragsact}otr;i_
Hierarchical transaction governance is ofte.n z?ssoiass :
with transactions involving high asset specnﬁc?};n.as‘sét,
specificity is the difference between ~thc_va1u; r: nsactidn5
in its present use and its .neyft besfuus::ec.)ntinue i
involving high asset specificity Wil €O :

s invol¥
governed by hierarchies because the firm: 08

whe

rally need to maintain greater control over the
encré ok 5 p
lgmnsaclions to minimize their overall risk.

Lack of IT infrastructure

The lack of IT infrastructure in Infiia is a 't,)arrier to
e-commerce participation by companies and consumers.
In many areas, consumers do not have the same level ?f
access to the Internet. This is a major barrier to elgctromc
market diffusion because even if consumers wish to
participate in e-markets, they are physically unable to.
Even if access is available, an additional barrier may be

poor physical telecommunications.
Contributors to Electronic Market Success

Following are the contributors to the success of electronic
markets:

1. Product characteristics
2. Industry characteristics
3. Seller characteristics

4. Consumer characteristics

.hl

Product characteristics ¢

First, the form of the i
’ _ product is important. Digitj
products are particularly suited fo - gitizable

°t price; greater

““4 in the market transaction



between buyers and sellers who are geographiéai :
separated and may have never dealt w

ilh €ac! g
before " Othey ;

Some of the most common items current]

Nkl Yy sold ‘hﬂ');u'
e-markets arc low priced items such as CD

2. Industry characteristics

An indusiry factor that affects the im
the level of standards that exist in an industry for
describing products. Availability of

the buyer and seller recognize con
the sales electronically.

A second industry characteristic  is
transaction broker. Electronic markets are mogt usefu)
when they are able to directly match buyers and sellers,
Industries that Tequire transaction b

affected less by electronic markets th
where no brokers are required.

3. Seller characteristics

E-markets reduce the search costs and enable the

consumers to find sellers offering lower prices. In 4

long run, this reduces profit margins for ‘sellers that

compete in e-markets. It may also increase the number of

transactions that take place.

If sellers in an industry are unwilling to participate in tht::
environment, then the impact of e-markets r.nayl o
reduced. In highly competitive industries, with éin*
barriers to entry, sellers may not have a choxc;. ?:;zcss“

: ine the s :

" oligopclistic situations, sellers may determine =

‘“— ,’/"7

S and books,

pact of e-markets s ‘,

Standards - thyy both -
tributes tg gnhancing :

the need: for 3

n (&} y W ai ai n ilﬂ

i : argin
of e-markets 12 wer volume, higher -profit marg
o

1
environment of
{ransactions.

4. Consumer characteristics

an be classified as either impulse, pzmc.nt k(l)r
ConSU.m . cIm ulse buyers purchase products quxc' y
analyl‘l o 1 [s)is patient buyers purchase products after
with.lmlﬁ am::yco;nparisons, and analytical buyers do
mﬁiuj ITi'c:scarch before making the decision to
:jtrchase' products or services.

Electronic markets may have little impact-on industries
where a sizable percentage of purchases are made by
impulse buyers. For example: grocery store purchases,
Because electronic markets require a certain degree of
effort on the part of the consumer, these markets are more
conducive to consumers who do some comparisons and
analysis before buying (the patient or analytical buyers).

More the industry features asso
e-market impact, greater will be th
e-markets on that industry.

ciated with higher
¢ expected impact of

.



Q5.(a) Explain the obstacles in adopting E-Copy

Ans. Following are the obstacles in adopting e-co

-~

Mey,

in detail. MDU BCa 201?_“.;“
e R
What are the obstacles in , doptiy w.
e-commerce? Explain. ; g
MDU BCA RE 2017 2017

orR ., . <=ig

Describe the obstacles in adopting e'commerc-e"i
application. MDU BCA RE 2016 2015
Mmerce -

applications:

Lack of awareness

Trust and Confidence

Difficulty in reengineering business process
Huge investment required

Poor Customers, Suppliers, and Business Partners’ *
Base

M

W W

6. Lack of trust and confidence

7. Taxation .

8. Lack of Legal and Regulatory Framework
9. Lack of Knowledge of E-Commerce

10. Weak payment and delivery systems

Lack of awareness

The primary obstacle to adoption of e-comm::;::;l ;ts;i]t;;
lack of awareness of e-commerce, and the un e
of access to telecom infrastructure at a reas;n 0 1
The organizations are unaware 01; t i: e o
developments or the role they nc;lsﬂgis zlz)slely ed il
ware
trflar?c;f :::: ‘ﬂ;f:h::r::r::z;)tfi;s in India are usually sloy e
e fa

= | igh i ts
e technologies given the high investmen

I'Y p i izati are less
. ﬂdOP“"gM ny of the business' organizations

aj .
gl ment.
ne‘]:(etaking and are not ready to experl |
ris

Confidence
i g in obstacle in the growth of e-.commfzrce
Anothef' mi;‘ lack of trust and confidence n.x various
i ls;ft :iectronic marketplace. Organizations fear
as[?eCtS O‘nesses with international marketplace.s, due to
doll: gratl)ubszickgrounds and the fear of being decglved, due
‘:(‘)‘ lauck of knowledge of new technologies.

3, Difficulty in reengineering business process

It takes much longer than expected to position an en%xre
organization to benefit from e-commerce. Reengineering
paper-driven processes and convincing people to use the

new systems regularly are slowing the pace of
-~ implementation.

Huge investment required

The investment required for converting information into
useful electronic format and ‘to develop new methods to
conduct paper-based processes electronically acts as a
major barrier for small organizations. In addition to the
cost concerns, organizations also face ‘

change within  thejr organizations
customers and suppliers.

the resistance to
and among the
« Poor Custom

ers, Su liers
Partners9 Base ‘ 19y ]

and . Business

Ry 5t
uppliers, ang business Partners



sufficient numbers of thewr main local Cistorel.
suppliers participate in online commerce acﬁ"'ities-rs;ﬁ
is little incentive for organizations to become eﬂga’ “‘m
e-commerce themselves. ‘ gedm

. Lack of trust and confidence . 5

Lack of trust and confidence in Various s
electronic marketplace is another main obg;
commerce. Small organizations fear doing
international marketplaces due to cultura]
fear of being deceived and due to lack of
new technologies.

Pects of i,
acle tg mﬁv&
buSihés;. s
backgroyy,

knowlegge

Taxation

Business organizations are more conceméd
taxation because many of them like to avoid taxes,
the La'.xatio.n process is not transparent and often subjecs
to discretion of evaluators. Malpractice is comm
practice to avoid taxes. The application of . existiy
taxation on. commerce conducted over the intems
requires that tax principles be consistent .with te
established principles of international’ taxation, neur
with respect to other forms of commerce.

abou
Al

Lack of Legal and Regulatory Framework ¢

Conducting business through electronic networks ris
numerous legal questions that include: the lega! st
and enforceability of electronic contracts; the “
jurisdiction of international e-commerce tm“““f“ :
intellectual property rights and copyright protccll()f“
digital content; the privacy of personal datts RP, ‘
validity of electronic evidence in legal disputes: =

-—

9

Lack of Knowled

ge of E-Commerce

demand fundamental shifts in business
e and technologies. Due to a lack of
erce technologies, there is an
hange, and skepticism of the

E-commé .
strategies, operations,
knowledge of e-comm

; istance to C

internal resi , .
benefits of e-commerce among the = business
organizations.

10. Weak payment and delivery systems

The majority of customers and suppliers do not use credit
cards for their payments. E-commerce is associated with
insufficient  security safeguards and  authentication
processes. Customers are worried about giving their
credit card details to vendors because of th

: i € security
1ssues prevalent in the €-commerce.



o (a) What do you mean by Value Chain in
E-Commerce? _

MDU BCA RE 2018, 2018, 2017, RE 2016,

2016, RE 2015

\ns. Value chain is a way of organizing the activities of a
business so that each activity adds value or productivity
1o the total operation of the business.

In 1985, Porter introduced the term value chain in his
pook. In this book, he introduced value chain as a
strategic tool to identify how the critical components of
‘business tie together to deliver value for the business

across the value chain process.

In a business, the raw material is received as input and
value is added to them through various processes. The
finished product is sold as output to customers. This |
means that the organizations consist of a chain of value
creating activities that assure competitive advantagés as |
they deliver value to the customers.

The competitive advantage is achieved when an
 Organization links the activities in its value chain at a
cheaper cost and more effectively than its competitors.
- For example, the purchasing function helps the
tP;Otiuction activity to ensure the on-time availability of
rﬁ:uif:;\ivnclrllltaterial and the other .supplies to meet the
m'anUfaCiuﬁ[sl fufor. manufacturing.  Further, the
qualiy produits ;ctlon becomes responsible to produce
| at the sales staff can depend on. The

Personnel o ensure

and o
ther areag of the businegs.




hain divides activities into two components/typag.
Value cha :

1. Primary activities
2. Support activities 4
Primary activities ‘
y activities are associated with the mission of the
Primary are the processes that create prodycts andl
ﬁrm: Thniye* it is that aspect where operationg and *
services . are involved to produce the kind of productg or
pmc-e o the organization wants to sell or market. *
servxczs_ to Porter, the primary activities of a business <
According

are:

« Inbound logistics

d logistics refer to obtaining materials require-d for
Inbound log erations. It includes the activities like —
successﬁllelzsﬁon, comparative shopping, negotiating
:l‘:;sloyrc;nuac[s and just-in-time arrival of goods.

e Operations

. involve ‘'manufacturing or creatir.xg a ser\.rlceii
op.erz%uotf: actual conversion of raw materials recexyeo”__i
;I:::)S f}jlishid pfoducts. It includes machi;_nng, ag:cl;:ﬁ:;:y.(

: ipment maintenance, t_est}ng o
asse?t'i)ii’s ?l?is production activity provides ac od vl
er: : : :
f(')cl))r the marketing function. L A “

e QOutbound logistics

iver the product
Outbound logistics deliver thec;)ts R
customers. This activity repres

or Scrvice,v :
actual ston®

distributing and shipping of the fina
warehousing, materials handling,
delivery to the ultimate retailer or ¢
of this activity ties in directly with m

product. It involves

shipping and timely

ustomer. The output
arketing and sales.

o Marketing and sales ’

Marketing and sales are included asg primary activities
because they are central to customer demand,
advertising, product promotion, sales

identifying the-product’s customer base an
channels.

It includes
management,
d distribution

e Service

Service is responsible for after sales su

pport of a product.
It includes testing,

maintenance, repairs, warranty work
and replacement parts. The output of this activity means

satisfied customers, improved image of the product and

the business and potential for increased

production, sales
and so on.

Support activities

Support  activities are

infrastructure. These activi
and each other. These acti
indirectly associated with
and serviceg without which, however,

activities will pe hampered and valye creati
Or creation of g product

Support activitjes in the v

represented .by the firm’s
ties support primary activities
vities include tasks or activities
the actual production of goods

on activities
may not be realized. The key
alue chain are:

* Corporate infrastructure




This activity is the backbonc Of UC DUSINCSS unit, {1
: 22

includes general management, accounting, fmance
and guality management,

Y
'
"‘4.‘7:

planning, legal services

e Human resources

Human resource management s  concerned With
recruiting, training and advancing the careers of people
who work for the firm. The output of this activity affects

virtually every other activity in the company.

e Technology development 3

Technology also applies to the support of the value chajp
through all of its steps. This activity adds value in the
way it improves the product and the business processes i :
the primary activities. o
e Procurement

Procurement deals with obtaining the raw ma;erig]sj :
needed to produce a product or service. Thus this activity ©
focuses on the purchasing function and how well it
ensures the availability of quality raw material. for

production.

A

e
7.(h) What are the benefits of e-commerce in the
Qo value-chain process? Discuss.

ns. Every business is part of a value chain, with suppliers on
the buy side, and customers on the sell side. Cost-saving
methods usually focus on the buy side of the value chain
and on.improving the productivity of systems and
processes that interact with suppliers. Revenue-enhancing
benefits usually focus on sell side of the value chain and
on improving the productivity of systems and processes
that interact with customers. The benefits of e-commerce
for both the buy side and sell side include:

A

New customers

New sales channels

Improved productivity

Better data for more informed decisions
Improved policy compliance

New services

Higher customer satisfaction

New information products

T T e

L. New customers

Establishing a4 new channe}
Customers that the
effectively.

may result in reaching

company is not currently serving

New sales channelg

New
Tevenue OPportunitieg,



>

Improvea proautiivity

This benefit is usually mea-smed in terms of the
éavéﬁgs that result by lowering the cost of trﬂnsacﬁ
f—"or gxampic, a company can a'UfO.ma‘te a paper.
manual process such as requisitioning by Using :
nurchasing application on a computer. ,

°0§1
Ong
based

Better data for more informed decisiong

Better data results in useful informatiop for Predicting

inventory level accordingly. If the demang
accurate, the company can movye to
inventory solution.

forecagt is
d jﬁS[-iﬂ-ﬁm€-
Improved policy compliance

Policy compliance Measures improve the quality and
efficiency of business operations. For €xample, a
cOmpany can set rules on specific ge

a list of dpproved vendors.
New services
Extcnding a business process may facilitate providing

value-added services, such as dispute resolution, financial
settlement, logistics and authentication.

Higher Customer satisfaction

- sl with

By having 4 better and deeper relationship loyal
. : e loy®

Customers, we can -ensure happier ?‘“d merre often.-
Customers who spend more money and return n_w ‘



Ans.

OR
What do you mean by Supply Chain> Explyy
: a

in detail. MDy BCA 201"
\

A supply chain is the system of organizations, P
activities, information and resources involved ;

a product or service from supplier to cy
chain activities transform raw materials ang COmponepy,
into a finished product that is delivered tq the ¢ng
customer. ‘ ;

A supply chain is a global network of o
cooperate  to improve the flows o
information between suppliers and ¢
lowest cost and the highest speed. T
supply chain is customer satisfaction..

rganizationg that

f material apq
ustomers at lhe
he objective of 5

A supply chain can therefore be defined as a net\'vork:g
“of organizations that are involved, through upstream
and downstream linkages, in the different processes and:
activities that produce value in the Jorm of products and
services in the hands of the ultimate customer”’.

Supply chain management is a set of approaches utiliz}e,d‘»{
to efficiently integrate suppliers, manufactureri;
warehouses, and stores, so that merchandise is produ; t}z‘
and distributed at the right quantities, to tht;: i:\'iiéii‘

. s ; : to minimize
locations, and at the right nme,.l_n .ordcr N
system wide costs while satisfying serv 4
requirements.

A:model of a supply chain is shown below:

e ﬁ ’ ; \\: 4. )‘v :
} 3 "“‘.':," T S D F g T T

"

3 B e IEShAY ‘
| Distributor Z == £ -

Rctanlcr B}

Lo

Assembly/
produce and
package

»I
4

ommerce can be used to link all the members in the
El;;ply chain for a seamless flow of goods, services and
s

information  about purchases, payments, delivery
schedules and so on.

Supply Chain Goals

The main goals of supply chains are as follows:
o Cost

Providing products and services at a co

mpetitive price by
utilizing efficient cost management stra '

tegies.
¢ Time

Making - production,

) Preparation and manufacturine
possible within a short facturing

development cycle time.



08.(a) Explain porter’s value chain mode] jp,

Ans.The Porter’'s value chain mode] w.

a
MDU BCA RE 2910 -

018, 204
OR

Discuss Porter’s Value Chain Mode),
MDU BCA RE 2017, 2017, RE 2916

201,

%,%‘

) p as  develg
Michael Porter in 1985 to depict how ¢

accumulates along a chain of activities tha
product or service.

o The value chain model serves gs a basic tgo] for
diagnosing competitive advantage and
to enhance It identifies
ecbnomicall_;' distinct activities
that an organization performs
business.

technologicaily and
called valye activities

e The model is used to know, ~how optimally *the. :

organizational resources are used.

e The model highlights specific activities in the .

business through which organizations can create

value and get competitive advantage by applying
competitive strategies. foir

e The model helps to analyze where information

systems are most likely to have a strategic impact.

¢ The model views an organization as a .cha.in Z: ‘
network of basic activities and each activity in !

chain adds value to the final product/service.

' : i ses as
Through this model, the idea to consider the procesw e

ization Was
the respective departments of an organizd -

iti i occurs
complete entities and not as something that

brought forward by Porter.

ustomer Valllc
tlead to ap end

finding ywoy;

in the course of doing

The model of value chain can be expressed as:
e

/ Corporate infrastrucutre
-Support. Human Resources 3
st 22
-A;uT/x_ne?‘» Technology development £
Procurement g S £
Gl Saks 5&' ’,‘:’
« Pomaty. | [nhound Operations Oulbfqnd and Customer ;
ACUVIIES ] ogistics Logistics | arkeing] SIVICes

This model can be used to do company analysis in which,
one can systematically evaluate a company’s key
processes and core competencies. In this analysis, one
can first determine strengths and weaknesses of
performing the activities and the valye added by each
activity. Some of the activities may add more value and
might provide strategic advantage. This wil] help ‘an
organization to critically examine the value added

activities at each stage and thys suggests whether to
improve the business processes or drop the bdsiness
processes, ; g

cz;il;;tz: in any organization can pe divided into two
i gxc'ltmary activities apd Support  activities
ey 1Vities form a bridge betweep Competitive
Mmulation apg Implementatiop
anary Activitieg
The pri




S—

ary activities involye
aterials into productg

customers are willing to pay.‘ Prim
purchasing materials, processing m
and delivering products 10 customers.

The five primary activities are:

1. Inbound logistics (inputs)
ring and testing)

distribution)

Operations (manufactu

Outbound logistics (storage and

Sales and Marketing
(after-sales services) -

O

Customer services

The primary activities usually take place in a sequen
from 1 to 5. As work progresses according to' the
sequence, value is added to the product or service in each
activity. To be more specific, the incoming materials are
processed (in receiving, storage etc.) and :in this
processing, value is added to them in activities: called 4
inbound logistics. Next, the materials are used “in
operations, where significant value is added by the =
process of turning raw materials into prooucts. The
products need to be prepared for delivery (packing
storing and shipping) in the outbound logistics ac,t..iw)ityl‘:
and so more value is added in the activities. Then sale
and markéting attempt to sell the products to customers
. increasing product value by creating demand for thets
company’s products. Finally, customer services, such as
warranty service or upgrade notification, is pcffoﬂneflijgfi}i
the customer, further adding value. All of thes¢ valve s
adding, primary activities result in profit. ;

Support Activities

The. prlma‘ry activities are supported by.suppo o
Unlike primary activities, support acﬁvit?i Zact{vmes.
value dlre:r‘tly to the firm’s products or servic iy
they co.ntnbute ‘to the firm’s competitive ad e
supporting the primary activities. oacenby
Support activities consist of:

1. Corporate infrastructure

2. Human resources
3. Technology development
4, Procurement
E 5

ach support activity can support' any or all of th

e

rima iviti
fu 01—tyeac}t]1v1t1es and the support activities may also
pp ach other. These activities are described below:

‘1. Corporate infrastructure

This activity i
i dactlvxty is the backbone of the business o
udes general management, accounting _unit. It

Planning, legal services and quali  innaghedt finance,

2. Human resources

n

who work for
. the firm. Th
Virtu - 1hie output ser s
ally every other activity in the Cfm&ns ~ avity affects

3. i,
TeChnology development p.an', )

Technolo
gy also a i
thmugh . pplies to the sy )
1l of ; pport of th ;
of its steps. This activity addsevzlalue.cham
ue in the



Q9.(a) What do you mean by Computer Security? Also
explain Computer Security Classification.

MDU BCA RE 2015

Ans. Computer security is the protection of assets from
unauthorized access, use, alteration, or destruction.

V'ﬂue Chain Aclwltles
Indu(s:t‘l“g'm Ra wmnn the hrm
\'aluc S
S P-f!“.‘ﬂl’){ ‘
- Activities -

Supplier

e ecurity is generall ified i ’
value chain) Computer s y g y classified into three

categories:

1. Secrecy/confidentiality o

2. Integrity : ;
3. Necessity ;

1. Secrecy/ confidentiality

Marketing Secrecy refers to protecting against unauthorized data

disclosure and ensuring the authenticity of the data’s
source.

Distribution - The main objective of computer security is to stop

unauthorized users reading sensitive data. More
generally, unauthorized user should not learn sensitive
information. Confidentiality captures this aspect of
computer secunty

Recycle
valuc chain

Thus, a secure computer system must not allow
information to be disclosed to anyone who 1is not
authorized to access it. Secrecy is of paramount
importance in protecting national defense information
and highly proprietary business information.

2. Integrity

Integrigy refers to

' preventing unauthorized data
modification, '




er system must maintain the continﬁi,‘lg'
t ;T gl
the information stored 1n it. Inttr_gmyl»cr
of system must not corrupt
y unauthorized malicious

integrity
sccuracy means that th:n
information OT allovt'
accidental changes 10 it.

Necessity o
Necessity refers to preventing data delays or denials. |

information that is being stored or transmitted across.
Th:'x'rxmir:aticm networks should be available whenever

1% - i :
:quired and to whatever extent as desired wnh_m pre-
established time constraints.

Ans. E-commerce security is an important

Q9.(b) Define e-commerce security ap

spects itts important
a N

managerial ang
concerned with
resources. Some
e-commerce threats are controllable, some are partially
uncontroliable,
others are made

technical issue. E-commerce security is
unauthorized access to important data

controllable and some are completely
Some are intentional, whijle
unintentionally.

A comprehensive e-commerce Security system protects
hardware, software, procedures, customers, personnel

and e-commerce resources to ‘keep intruders and
hackers at bay.

Moreover, an e-commerce security plan protects data
resources, the second most important resource in an
organization. The data resources can be an e-mail
message, an invoice transferred using electronic data
interchange (EDI), the blueprint for a new product

design, the outline of a new advertising strategy, or
financial statements. :

Thus, e-commerce security is the protection of e-

Commerce qgssets Jrom unauthorized access, use, .
alteration, or destruction.

Aspects of e-commerce security

E‘COmmerce securi
aspects. Thege are:

L Secrecy

ty is broken into three important
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2. Accuracy

3. Availability

Secrecy
A secret system must not allow informatiop to beg
disclosed to anyone who 1s not authorized to access it. h
highly secure government agencies (the Department 5 f
Defense, Central Intelligence Agency etc.), secul‘ltyf
ensures that only authorized users are granted access. In*%
business organizations, confidentiality ensures g
protection of private information (payroll, personnel and,‘;.‘
corporate data). In the e-commerce world, conﬁdentxahty"
ensures that customers’ data are protected and will be /'

used only for the intended purpose.

Accuracy :

Accuracy ensures the integrity of data resources within
the organization. This means the security system mist not
allow the data to be corrupted or allow any unauthorlzed
changes to the corporate = database.  Database
administrators and web masters ~must’ cstabllSh ’f
comprehensive security systems for corporate databaseS _"
Authorized users must be 1dent1ﬁed and they must be:
given proper access privileges. In' e-comm e:cc
transactions, accuracy 1s probably the most IIIlP"rtan
aspect of a security system.. . SRSkt
s

Availability

Availability ensures the efficient and effective OPcraG
of an e-commerce site and a computer system. 19 t dl
commerce environment, availability ensures ma




. ‘) 7»- : :
Vhat do you mean by copy right? What are the .
Q9.(c) What . (;l{ jssues related to ¢-commercey - ;
copyrig

Explain.

N (4 ropelty 11’[,"1(8' granted to t %
Ve & gmu fp
Ans. Cop}nght 1s a P he

. g8 ical, dravtic il
creatars of literary, artistic, musica and
audw‘.xsual io the creators of these works the exclusiy &
Copyright gives and distribute copies of their works, tq |
g m?roqucewoms- and to perform and display the
cre:e d:z;:;vijopyﬁght also gives creators and authors
works p y-

ight to determine whether their work will be useq as
the ng

f another work, including films, video programs ang
art of an . . ‘ .
gther audiovisual productions.

i ibi ing someone else’s work
C(‘;pyng:ti prxc:i:lsin.c;tp:as gthe power over the right to
W‘mo‘:; fv:k ‘even up to 70 years after the auli;hor’sv
Sest ';his riod can differ depending on the kin.drof
d%Kh.ﬂy beif:cg protected (books, musical compositions,
p:::cc)graphs, films, maps, advertisements, web page
[I;aintings, computer programs, databases).

Normal practice is to copyright work with thea(:.?,pz:lhg:::
symbol ©, followed by name and date, tob‘w copyrigﬁt,
against copying it. Works are -protected ); Copyrighf,
regardless of the medium in which they exis .the S
does not protect ideas but protects the way : .
expressed in a piece of work.

Copyright issue_s in e-commerce

tice
and prac
Owing to the rise of the Internet, the concept

co P ightened.
f isht has become a dramatically heig i
o pyrig

Conflicts between Services

. source of 1nterest and concern, B \

i ; Ven s
first copyright law in the world _ | 3
Bjtaitl =in 1710, the.copyﬁghtprotectioneh
from the protection of Publisherg to the oy
author, distributor and users, ag Briis
digital technologies are deve]

OPing rapidly. pon -
the copyright issues in €-Commerce: | Yy ol]owmg are

Pr OleCti()n of the

8, electron; and

. n €-commerce and
traditional copyright borid oy

Internet has made vast informatiq
enjoying the information serv
information service and tradition

" available to ys Vi,
Ice, - conflictg between

al copyright may arige,
¢ Conflict between online entert

ainment apd copyright:
Plenty of thoughts have been invoked dye to the
conflict between an Americ:

ric
company  MP3.com and  other traditional

entertainment companies. The thoughts concerning
online entertainment have . even Teferred to - the
International Trade and Law.

Online movies and copyright: As the . technologies
advanced, a new technology named MPp4 became
Popular. It adopts a compressive technology just like
its counterpart MP3 with an_additional feature of
Compressing images and thus facilitates © the
Propagation of images online. "When traditional L
Copyright comes to the era of network, there should
be some integration. The realization and protection of
the benefitg -of movie producers/film-stars and the

definition of the transmitters’ legal status are the key -
Problems that need to be addressed.

1



2. Online bookstores and copyright

li ublishing mode enables the readers to E?t »il"
o m'e~ plhc online book store in a very short period,
new book.‘“ Imost the same as the published copy. The
Gy Ci? Mlg éllronic publishing has become a fashion but
‘t:?:: SMLbien no solutions to the concerning copyright
issues.

3. Copyright protection of database

Database is an important foundation of e-commerce. Itis

the databases that store all procedures in e-commerce, -
including query and purchase of raw material, the =

exhibition, order, storage and transportation of pro‘duc:ts, :
The database copyright protection has to prot.ect it either
as a traditional copyright or as a new and mdependg:t
legislative object. Some suggest that the database ‘be
protected as a compilation.

4. Current status of database protection

With the development of Internet and .e-co.mrlnerc(:ie,t :;:sr: o
are more and more appeals for the legislation of a_a o ;,
protection. However, a single country or only o :
countries provide legal protection to the. databgs-e 1\:/ e :
fast-growing Intermet in the information el:r':\i, e
global cooperation and unanimous .acknow ;e ri; g
the principle of database protection. Oconceming e
legislation in a certain region or a country :

less.
Internet database piracy will be inadequate and seie

i

Q9. (d) What do you mean by intellectyga) Property?
What are the intellectyy) Property jgg A
related to e-commerce? Explain ues-

Ans. Intellectual property encompasses gy the tangible ang

intangible products of the human mind. As a generg] o
the creator of intellectual property owns it, For example: \
if you personally create an e-

commerce site, jt belongs
entirely to you and you have exclusiye rights to use this
property in any lawful way you see fit. But the Internet

potentially changes things. Once intellectual ‘works
become digital, it becomes difficult to control access, use,

distribution and copying. These are precisely the areas
that intellectual property seeks to control.

According to Intellectual Property Right (IPR) creative
work is a kind of property. The owner can use, rent and
sell his rights over the property. He is also given an

exclusive right over the use of his work in a certain
period of time.

Issues of intellectual property are becoming ‘more
significant in the economies of the countries in Central
Asia. Since intellectual property is used in many sectors
of the economy, priority has been given to the need to
change legal and regulatory approaches. All of the
Countries haye adopted and validated laws that guarantee .
Provision of copyright and related rights.
The Tecognition and
Tights is an internatio
OPerty  Organizat
enforces apqg protec

protection of intellectual property
nal concern. The World Intellectual
on (WIPO), with 179 members,

ts intellectual property around the



VIPO treaties, alon wit] —
Wl g ith other‘_’f :

international tre and convc.ntion.s, set up a framewaory,
oking copyrights, neighborng rights and exceptiong.
In the U.S., the Digital Millennium Copyright 'Ac'»
(DCMA) was enacted in 1998 as an amendment to lh}:"
Copyright Act. DCMA was started as a global effort be
the World Intellectual Organization . 0 preve :t .
copyrighted music and  video from Cobpyl’i‘ghtb

infringement through the use of emerging technologies,

d. Several

worl .
aties

inv

in e-commerce

ntellectual Property issues

~llectual property rights is at the forefront
surrounding.  e-commerce. The"
international character of e-commerce raises questions for.
the nature of intellectual property law. The digital
economy has the impact on the intellectual property
system, namely, copyright and related rights, patents and” %4
trademarks, which are confronted with new issues created %
evaluation of e-commerce and its" &
llectual property is therefore likely
ongoing process, which will

The issue of in!
of CONtroversies

by e-commerce. The
relationship with inte
to be “an intensive and
require vigilant monitoring of ‘developments. e
New issues have emerged Wwith the rapid growth of

international marketplace. Digital

ain at the forefront in controlling
piracy-enabling technologies. Trademark issues involV
ownership of marks such that they can not

of the registration of domain names.
complexities of maintaining intellectu

the digital era.

e-commerce in the
copyright issues rem

be used as part

—
QlO-(") Explain the security policy in detail

MDU BCA RE 2018
= 1 2018,
OR 2017, RE 2016

Wwhat is Security policy? What
elements of security policy? Explain are the

Ans. A security policy is a written statement describi
ing:

« Which assels to protect a
nd wi, .
Protected? KA peing

o Who is responsible for that protection?

o Which behaviors are acceptable and which are not?
not:

The security policy primarily addresses physical h

network security, access authorizations, virus SCCUﬂ.ty,
and disaster recovery. The security p'olic - protection
written document which is reviewed anc)l, e
regular intervals. peandint

Securi i phasi
e mtﬂ): policy a}so emphasizes the importance of
; erce. §ecunty and sets out or references th
specific policies, principles, standard .
b ‘ ples, s ards and compliance
e s for achieving this. Security polic
comp::lhens.lvely describes the practices followed by z
infog‘n az with respect to maintenance of security of the
s ol? resources of the e-commerce infrastructure
s 5::: <]:y should provide the specific parameters or;
i e evel of security shall be measured and the
Through thrange 9f the values of such parameters
cosipeng e:prseecunt?' policy, the managemeni of tht;
ley _ sses its expectati i
c €ls of information secufi i W‘th e i
Onveys a commm ty to be maintained. It also
tment of the company towards ensuring



on security. For example, a company ‘hi.tt st
information 5“ cre:i it card numbers might decide ‘
its cus:emei’b_ are an asset that must be protected fron
e nut.n'tjci‘ﬁ :;ccess. Then, the organizatiog mnsi
un;mthf‘nzﬁtﬁe level of access to the system for vaﬁmé
dé,ter}rnln.en the organization. Next, the organizage
kg C. l s what resources are available to Pprotect |
(i:'zzznl“it;;nﬁﬁed. Using '111 this infomatil?n, ;'v-.
organization develops a written security Policys
‘mmits resources required to implement the“s.ec;‘m
CO“_““‘ Absolute security is difficult to achieve
lc)izggyv'mem of a comprehensive security p‘:;]ic_y can he
avoid most intentional breaches and redus:e eir lmpaq“

urity for most e-commerce operations,
- i i me b
comprehensive securnty policy should fulfill so 4

requirements. Following are these requirements:-

e Secrecy: It refers to preventing unauthorized ]ferm;
from reading messages and business plans, 0 tg:‘::ﬂ
credit card numbers or deriving other confi

information.

e  Integrity: It refers to ensuning that a cqlzglwim,’ﬁr
received has not been altered or .tamper o
this, enclose information in a digital e:\\::essageg
the computer can automatically detec :
have been altered in transit.

e
i s to a resos
¢ Availability: It refers to ensuing at;z:"s eéch e
It provides delivery assurance o et
segment so that messages OF messag
be lost undetectably. -

o Key management: It provides secure distribution
and management of keys needed to proyige secure
communications.

o Non-repudiation: It refers to ensuring that nope of
the parties involved can deny an Operation at a later

date. It provides end to end proof of each m

essage’s
origin and recipient.

¢ Authentication: It securely identifies clients and
servers with digital signatures and certificates.

Elements of Security Policy

A security policy of a company not only should be well

documented  but also be comprehensive. - A
comprehensive security policy besides covering the data

security also takes care of various issues pertaining to
authorization, authentication and non-repudiation. In
order to enhance levels of trust among the users, a

security policy needs to have statements relating to large
number of elements. Typical elemen
policy include the following:

- Security definition

A security
for the org
the reade

ts of a security

policy includes a well-defined security vision
anization. The security vision should convey to
'S the intent of the policy in e.
tality, integrity ang availability

::Sc?l:ces through the use of effe;tive and
imple::eilt'ogesses and p.rocedures. The securi
o 4 bu:' and what it entails in terms of

10ess goals of the Organization.

'suring the
< data and
established
ty policy is
the mission



(a) What do you mean by Security
[E-Commerce? MDU B(‘A RE
- OR
Discuss  various security threaté to
E-commerce, MDU BCA RE 2017 2016

OR 5

Discuss/explain electronic commerce threats.

MDU BCA 2017, RE 2016

OR

Give a comﬁlete description about the security
threats to E-commerce. MDU BCA 2015

Threats in
2018, 2018

QU

Aps. E-commerce involves  transactions of any kind of
business done over an electronic system, This kind of
business involves transactions that take place over
internet. E-commerce utilizes internal networks that
interface with the World Wide Web. The nature of this
kind of business, introduces internal and external risks to
both the website and the business systems to which it is
connected to. An' e-commerce website can face some
security threats that have to be addressed, to avoid any
losses. These are: S

I. Client Threats '

2 Communication Channel Threats
3. Server Threats |

+ Client Threats

Clien ﬂ , | .
expavt ;hreats refer to the threats that a client/user 1Is

‘ e ] l : e« »
2ive t0 when it comes in contact with any activity
T the nature of the Web, g




e interpret dati that are ““Wnkwhi{
Client progran n the Internet, i there are ng Cliecky
arhitrary W“'cmf‘ﬂ;t_’n mmﬂﬂ’t’d data, there cxisgg
B c“”’““f 0 ce data 10 subvert programs Tininigy 4
potential for these Most client threats come frgmy
the chient \‘l::::;‘ﬂ ;rc programs  that are  errs
:::f:;mn:\ in Web pages and that cause g

“ﬂi.{.
(i

The best known active com’cnlx forms arc' Java ane
Active X controls, JavaScript and VBScripy, Th%ﬁhre
the programs that interpret or EXCCULE  nstrutiny
embedded in downloaded objects, Malicious ncﬂv:
content can be embedded into seemingly innocuoug ch
pages. This delivery technique called Trojan Hm
immediately begins executing and taking actiqnsa&ug
cause harm. A Trojan Horse is a program hidden mside
another program or Web page that masks its true purpcsg;,.;
Adding Active content to Web pages involved ;i:'} c»
commerce introduces several security risks. M_alm}ﬁ(gil:
programs delivered quietly via Web pages could rcvd
credit card numbers, usernames and passwords that an.
frequently stored in special files called cookies.

Communication Channel Threats

The Internet serves as the electronic chain h::m:u
consumer to an electronic commerce reﬂ:::l m ﬂ!’
Internet is not at all secure. Messages uam-

number of different paths from the 5"“;’:} wrovgr# R
destination node. The messages then gafhc pith ¥
number of intermediate computers an ssible 108
each time a message is sent. It is MPOSSHT

that every Computer on the Interpet through which
messages pass is safe, secure ane non-hostile, 1y is very
likely that some person can reach the message, alter the
contents or completely eliminate i from the network,

Server Threats

The server is highly vulnerabje
in the Client-Internet-Server ¢

Servers can be exploited by a
destruction or to
points include th
and CGI progra

acquire information 111
¢ web server ang its g
ms residing on the sery

egally,

er.



Ans. Electronic cash

ctronic cash in detail,

MDU BCA 2018, RE 2‘“6"20‘1' 2

OR i
What do you mean by clectronic cash? E"D‘aiﬁ,
the process of creating clectronic cash,

¥
v

is a general term that describes "my :
value storage and exchange system created by a Private
(non-govemmental) entity that does not use pape,
(s or coins and that can serve as a substityg,

documen !
issued physical currency.

Jor government-

Because electronic cash is issued by private entities, there
is a need for common standards among all e-cash issuers -
so that one jssuer’s e-cash can be acceptec% by another
jssuer. This need has not been met yet. .Each 1ssuetr'has its
own standards and electronic cash is not universally
accepted, as is govemm<:nt-issued physical currency.

Electronic cash transactions are more efficient 'efnd
therefore less costly than other methods thereby meaning .

Jower prices for consumers. Transferring electronic cash

on the internet COStS less than processing credit card

transactions. .
sfers occur on the internet, ,whlcth.riss
| isti omputers:

an existing infrastructure and uses existing ¢ putefs

0 t -incur ¢
Thus additional costs that users of e-cash mus

. o

‘ e a party
nearly zero. Electronic cash does n‘ot reql'l:*:, o e
obtain an authorization, a$ is required Wi

transactions.

Electronic cash tran

e

Electronic cash is a secure and eopy,
pills and coins. This payment Sateri
debit, and charge cardg
convenience and control to

transactions. E-cash usually operates on 4 $Ta

has an embedded microprocessor A ctr:' i =
microprocessor chip stores cash value and th:ep- T,h¢
features that make electronic transactions secure security

enient alternatiye 1o
69 Complements credit,
adds conventionaf
everyday customer cash

Electronic cash transactions usually require no remote
authorization or.pcrsonal identification number (PIN)
codes at the point of sale. This is because e-cash is
transferred directly from the customer’s desktop to the
merchant’s site. E-cash can be reloaded onto card’s
microprocessor chip as frequently as needed. Using e-
cash, the customer has two options: a stand-alone card
containing e-cash, or a combination card that
incorporates both e-cash and debit. E-cash can be
transferred over a telephone line or over the web. The
microprocessor chip embedded onto the card keeps track
of the e-cash transactions.

Process of creating electronic cash

Creating truly anonymous electronic cash requires a bank
to issue electronic cash with embedded serial numbers
such that the bank can digitally sign the electronic cash
while removing any association of the cash with a
particular customer.

The process begins when a consumer creates a random
serial number that he sends to the bank issuing the
electronic cash. The bank uses the consumer’s random
serial number along twith the bank’s digital signature and




Er S b
1ber,
. a:z:::n[:a:}l:‘:‘gc to the \us?r. The .c?ngumer can
Ll he clectronic cash, which is digitally signeq
now spcndktlcw hen the consumer spends the electron;
by e bf:;“ .mcrchﬂnt passes it along to the iSS“i“g'bi\nk,-
cash ani V:]idntcs the electronic cash because it containg.
:J}]‘Z t:::] k’s‘ digital signature. However, the bank cannot

determine the identity of the spender. It only knows that

sends the ¥

the clectronic cash is genuine.

electronic cash and digif‘z\lr.tf?-‘ 3

013,(1;) What are the properties of an‘electronic cash
system? Explain the working of an electronic
cash system. What are the essentia]
characteristics of an ideal electronic cash
system?

Ans Electronic cash (e-cash) systems differ in‘impleméntation
but every electronic cash system must have the following
properties: ;

¢ Monetary value

Monetary value is present if the electronic cash is
backed by hard currency, a bank-certified cashier’s
check, or bank-authorized credit. When “e-cash
created by  one bank is accepted by the others,
reconciliation must occur without any problems.

* Interoperability

Electronic cash  must be interoperable. To be
interoperable, electronic cash must be exchangeable
for goods, services, paper cash, other electronic cash;
lines of credit, or any purpose for which'money is
used. Interoperabili_ty depends on acceptance of
electronic cash by an international clearing house

because parties to most transactions will not be using
the same bank. :

Storable and Retrievable

Electropic cash

must be storable and retrievable.
Remote Storage

and retrieval will allow users to
m office, home or while traveling.




—

be stored on a remote compytepy
Puter’y -

The cash could
rt cards, electronic wallets;

memory, €.£. S/

e Security
Electronic cash should not be easy to alter or ool
while being stored or exchanged. Procedures muygt bz
in place to verify that the electronic cash is spent opjy :
once i.c. double spending issue should be taken c_ai i

of.
When used, e-cash is transferred directly and:
immediately to the participating merchants and vending.
machine. . Similar t0 regular cash, e-cash enables
transactions between customers, without -the need for

banks or other third parties..

Working of an electronic cash system’

Step 1: A customer Of merchant signs up with one of the

participating banks or financial institutions.,

Step 2: The customer receives specific software to instal
on his or her computer.-The software allows the customé-
to download “electronic coins” to his or her-desktop. Tt¢
manages: the electronic ‘coins. "The initi
ed against the custdmer”s,bank;

software
purchase of coins is charg
- account or against a credit card.

i
Step 3: When buying the services from 2 website &

1 . " Wl[h
-cash,. the customer simply clicks the Paytcs. .7
ant’s software generdt®

accepts €
: ; it
he items purqhased,

e-cash” button. The merch
payment request, describing t
 time and date.. :

Step 4: The customer can then acce " :
request. When the customer accepts thep or reject this
' ihe software residing on the customer’s g:};(ment request,
the payment‘amount from the balance 2‘;)[3 Subtracts
payment that is sent to the bank or ﬂﬂanciall'l Creates a
the merchant, and then is deposited to thg:";:::tut;on of

y - rchant’s

account.

The entire process takes a few seconds. The
notified and in turn ships the goods . merchant is

Before purchgses can be made, both the m
the customer need to establish banking arran;rchant and
ements and

“internet links with the bank that is issuing the e-cash. Th
-cash. The

customer' first requests a transfer of funds from hi

account into the e-cash system. The e-cash s bank

generates and validates e-cash coi 431 system then

is able to use on the internet. Th ns .thch't.he customer

di ltal] i . ) ; y € CoIns are data

T}i E syt signed by the issuing bank using its priy ::l’e;lms

T
o ;ncr is th?n able to send e-cash to any mere hey.
il b(;C?;:: this fc;lnn of payment using the soﬁcw::et
e-cash service i

encrypts the provider. The custo

Wethts :;;ssage and endorses the coins usin ntlher

Message Witll)1 . 1c lfey. The merchant then decry, ti the

the coim-.s Its private key and veri _p_ e
¢oin using issujng bank’ erifies the validity of

8 s public key. The merchant is

then apy
€ to turn o
the €-cash into
Merchant’s hank account T 10 e bedied 1

Electrops
niC cash j an
i 1s a form of ‘
nically, pPayment that is
2ban i e nlllstomcars withdraw electronic ::)('Ch f i
erchants with them. The merchanmts tr}‘lJ i
t : s then



) What do you mean by Electronic P
System?  Explain its charactenstlcsayrzent
compare it with Traditional Paymeht et

MDU BCA 2015

Q14-(»

AnS. Electronic Payment System

In an ¢- commcr ce environment, paymems take the form
of moncy exchange in an ceclectronic form and are
therefore  called clectronic  payments.  Electronic

ayments  (e- _payments) are an integral part of e-

p
are one of its most crucial aspects.

commence and

Electronic payment is a form of a fi nancuzl exchange
that takes place between. the buyer and the seller
facilitated by means of electronic communications.
Electronic payment is @ fi nancial exchange that takes
place in an online environment. =

An electronic payment system is a system of financial

exchange between buyers and sellers in the online
environment ~ that -is -facilitated by a digital ﬁnancxal

mstrument such ‘as “encrypted: credit - card numbers
electronic cheques backed by a bank.

To a consumer; an electronic payment system is 2

convenient way of making a purchase Of paying for a
service without holding cash or having to go through the

process of completing a cheque and producmg some form
oF ‘*CCCPtable 1dent1ﬁcat10n |

To a S“ppllel’ of goods or servic
ﬁ a)l’(mem is the receipt or outward
n

¢d into an inventory manag



systeny, climinating the need of largy
e consuming clerical activities ang offc
f cash flows. S

s

accounting
Ting

holdings, tim
jer management 0
ount/payment manager or bapk,
a series.of processes by “*, ﬂn
ptured, verified and aCCepte:l“ch ‘

By

eas

To an acc
clectronic payment is
value exchange is ca
series of checks, balances to ensure integrity.
E-payment 1S based on electronic financial né_tw(-).,r,k._ ) ;
uses various apparatus and cards as media, compute; @d,

communication technologies as means ‘to, .re;nd {
circulation and payment by making use of biﬂary‘d;ze:
stored in the bank computer systems. Thus an e-payme::

has the following features: ST i

It is supported by computer technologies. H realizes
ayment and.circulation. - o -

storage, p
e Multiple functions are integrated ‘togethe‘r,v
including deposit, loan and non-cash settlement.

e It is widely applied to areas such as productibn,.‘

exchange, distribution and consumption.
e [Itis simple, secure, fast and '
It is usually qécamplished thro
network for banks. ‘

reliable.
ugh exclusit

B iqe / \ v,. {
'Electronic payment systems facilitate the most ~1mP°_‘;3‘;
action after the customer’s decision to pay for a pre :
or service; which is- the delivery of payme:ntsnt 7

. , %, : : cie
customers to vendors 1n a most effective effi

problem-free way.

various modes of electronic
IC paymen
. t are:

e ' Electronic cash

e Electronic wallets
o Smart cards
o Credit cards
o ngit cards
o Charge cards

Characteristics of an electronic payment syst
ystem

Followi :
lowing are the essential characteristics of
payment system: of an electronic

1. Acceptability

The payment infrastru . |
cture should n
al i ot only b
cos;; u]z;vallable and accessible to a v:id:: r(:bust’ but
stored 'ersﬂ?nd sellers of goods and services Tﬁnge B
In the electronic cash.should be ho;lo edvalue
: ured and -

accepted by other b
anks I e
reconciliation, an.d ﬁnancu'ﬂ Institutions  for

2. Reliability

Users and :
businesse
: S want
teliable, be, vanl. a payment s .
» bec S ystem th
Funting, of ;:,u:, tthe availability of services and smz::ot]li
erprise will
and succe will depend on. th ilahili
ssful operation of the payment isf: el
astructure.

The user:
¢ s should be co .
single pojnt failure mpletely shielded from system or-



3.

Security

Digital currency should be stored in a form it

resistant to replication, double-spending and tamperiy, ]
2

At the same time, it should offer protection from th '
[

intruders trying to tap it and put it to unauthorizeq U8
when transmiited over the intemet. e

Usability

The user of the payment mechanism should be able 1o . ;

it as easily as rcal currency. This requires thyt the
payment system should be well integrated with the'
existing applications and processes that acquire the role
of transacting partics in c-commerce. :

Scalability

The payment system infrastructure should be scalable, to

be able to handle the addition of new users and

merchants, so that systems will perform normally without
performance degradation and maintain the quality of
service. It should be able to offer the same performance

- and cost per transaction overhead$ with a growing

number of customers and transactions.

Anonymity, privacy

This characteristic refers the desire of users to protect

their privacy, identity and personal information. In som¢
transactions, the identities of the parties cou{d be
protected by anonymity. Anonymity means that it is not
possible to discover someone’s identity or'to monitor an

individual’s spending patterns. "~

- . _
—————

1 Applicnl)ility

Applicubility of a payment system is defined pq

10 which it is accepted for Payments a¢ poin::s the extent
at onlinc c-congmcrcc sites. Debit cards, aid C of .Salc, or
pave high applicability, as onc can Pay with redit Cflrds
yariety of places. The applicability of them in 4

( a payme
may vary {rom country to country. yment system

¢, Authorization type

Authorization type is defined as the form of a cont
over the validity of transactions, The authorization Y: >
can be offline or online. Offline authorization means t!;xpe
users of the system can cxchange m (') ney Whik; | at
connected to a network, without a third party mt:diat:mt
the transaction. Paper cheques are the example of ofﬂiﬁi
authorization.
9. Convertibility -

’

Fu:Tds represented by one payment system shouid be
casily convertible into funds represented by other
payment systems. Users should be able to transfer money
from electronic payment systems to another accepted
money form i.e. receive it in cash, or'transfer to a bank
:::lzo::::.hThe electro’rfic currency should be interoperable
. ange'able with other forms of electronic cash,
, ﬁofes o(:l;r;encxes, and d.epc-)sits in bank accounts, bank
y other financial instrument. '

10. Interoperability

A paym
€ ic 1
- 031'] X zt System is interoperable if it is not dependent
Ompany, but it is open and allows other



interested partics to join. This can be achieved by Meang
interes artics 10

f open standards for data transmission protocolg and.."
of open ¢ ards

infrastructure. An interoperable system can faster R

:h r;ccessary customer basc for future deVClOpmcm &
c - “qe

will have a higher level of applicability.

11. Multi-currency

Effcctive and efficient payment systems betweey
countries are possible when a system allows processing

multiple currencies, as it is currently done with cregj

ards. This featurc is not implemented in paymep;
cards. s

ystems of many countries, binding them to a particular
s

region. Multi-currency ~payments are requxrgd for‘,'

payments in cross-border e-commerce.

12. Traceability -

Traceability indicates how easy it is to trace money ﬂpws
nd sources of funds that are going through‘avpaymem
. stem and used -for purchases. In electronic payment
sy .

:

a payment activity.

13. Linkability

‘ ' implies that
Linkability of an electronic payment system imp

t

i i user, or tha

ayments can be associated with a partlculiis g

Ii)t is possible to recognize several ;;(ay;n:g e
inked to _

Users can be lin ,

from the same user. Use P e

even if the system they use 1s an nybe it

between the user and his payments ca o

g

ous. A relation

4. T rust

Trust refers to the degree of éuStOmers'
their money and personal informatiop, w
that all parties involved will not it
interests. Users need to trust that p
conducted in a proper way,
be stolen or misused.

confidence thyt
ill be safe, and
against userg’
ayments will pe
and that thejr money will pot

15. Flexibility

payment systems should be in a position to accept several

forms of payment rather than limiting the ugers to a
single form of currency.

16. Efficiency

 Efficiency here refers mainly to the cost overheads
involved in the operation of digital payments. The ot ot

- payment per transaction should be negligible...

Comparison of Electronic Payment System with
Traditional Payment System

Compared with tradition payment systems, e-
the following features:

1

payment has

E-payment introduces digital circulation to realize
information transmission, so all me

are digitalized. But, traditional payment is realized

through Physical  circulation such as cash

circulation, bill transfer and bank exchange.

ans of e-payment

The wor. king environ

ment of e-payment is based on
an

open  system platform ie. internet, while

i



: plain Smart Card in detail.
Q16.(2) ExPI MDU BCA RE 2018, 201
OR |
What are Smart Cards? Also explain the
various components of a smart card chip. -

Ans. Smart card is a thin, credit card-sized piece of plastic
that contains a half-inch-square area that serves as the
card’s input/output system. This is its interface with the
outside world, and handles a variety of applications.

A smart card contains a programmable chip, a
combination of RAM and ROM storage, and an operating
system of sorts, all embedded. in plastic. It encrypts
digital cash on a chip and can be refilled by connecting to
a bank.

A smart card carries more information than can be
accommodated on a card with a hlagnetic stripe. The
chip’s ability to store information in ijts memory makes
the card smart. It can make a decision, because it has
relatively powerful processing capabilities.

By carrying smart cards, people can conduct different

types of electronic transactions anywhere in a secure and
efficient Mmanner over the internet.

SInaﬂicards are
They are intellig
° Manipu]ateq
® data js peye

:echnjques. T’he

embedded with a microprocessor chip.
ent because the data on a smart card can
through programs or commands. Also,
I protected by means of cryptographic
chip also Provides mechanical contacts

Connec :
Supply su;pto xternal devices, for providing power
* SUpporting g .
2 copgg, g g data 'transfer etc. The chip of a smart
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WMicroprocessors on smart cards can also authenticate the
yalidity of wansactions. When a cardholder initiates a
yansaction with a retailer, the chip in the retailer's
electronic cash register confirms the aulhcnn'city'of the
smart card by examining a unique digital signature stored
op the smarnt card’s chip. It guarantees the authenticity of
the digital cash held on a smart card,

Widespread adoption of smart cards would pave the way
for an open smart-card system for payment transfers. In
:such a system, there would be numerous smart card
issuers, holdenf and participating retailers. ‘A cardholder
will not have to proyide a personal identification number.

Just as with the physical cash, the user of the smart cash
“an remain anonymous,

:;:rc:h:«::c'é cardholder uses a smart card, the amount of
“t.tﬂilcr‘, ’1‘1:2 rdzi’ucted automatically and credited to a
s b, 5 h. ctailer ?an transfer accumulated balances to
e the end of the day by means of telephone links.

”US [)e[ H
mits pa : N e
Seconds payments to be completed within just a few



016.((3) write detail note on Credit Card System.

MDU BCA RE 2018, 2018
OR
Explain Credit Cards.

MDU BCA RE 2016, 2016
OR |

What do you mean by Credit Cards? Also
explain the characteristics of Credit Cards.

Ans. Credit cards are another popular form of payment

systems. They allow consumers to extend their
purchasing power. As a result,-these cards are often used
for large purchases, when the customer might not have
enough cash on hand to complete the transaction.

A credit cardis a payment card issued to users as a
system of payment. It allows the cardholder to pay for
goods and services based on the holder's promise to
pay for them. The issuer of the card creates a revolving
account and grants a line of credit to the consumer (or
the user) from which the user can borrow money for
payment to a merchant or as a cash advance to the user.

A credit card is a small plastic card that has a magnetic
strip on the exterior. The magnetic strip carries some
form of encoded information about the card number and
the card holder. The data that is encoded onto the card
may be encrypted making it difficult for potential thieves
o decode or copy the information onto another card. A
;:ard Yeafier is required to read as well as write the
hformation to the magnetic strip.

Tradit; _ T
0 ad;llona“y , the credit cards were used as off-line means
yment. But today, with the growth of internet users,

e 4 -
eghrha.Ve been widely accepted as on-line payment
4Nsms as well. '

m




Today, credit cards are the dominant form of Paymen;
oday, ; 5
web. Their electronic naturce allows consumerg a

the ) S : nd e.
commerce stores o pay and - reccive Paymen,
immediatcly. While cheques and moncey order Paymeny,

might take days to complete, credit card Payments take
only scconds. As a result, credit cards account for the
majority of online transactions.

To make a credit card transaction truly sccure and nop.

refutable, the following sequence of steps mugt ocour
before actual goods, services or funds flow:

I. A customer presents his or her credit card
information (along with an authenticity signature)
securely to the merchant.

2. The merchant validates the customer’s identity g5
the owner of the card account.

3. The merchant relays the credit card charge
information and signature to its bank or online
credit card processors.

4. The bank or processing party relays the information
to the customer’s bank for authorization approval.

5. The customer’s bank returns the credit card datt’:l;
charge authentication and authorization 10 -

merchant.

‘ online
o venient way to make
Credit cards are the most convenicn y L the

payments. They work around the globe, regar

location or the country of the issuing bank.

S
In the credit card payment system, there are f

i ‘ irer.
customer, vendor, 1ssuer and acqul

The issucr issues the customer A

: redit card:
verifying his credentials. The issuer ater

in off-line use of a credit card, the Customer presents his
credit card to the vendor in exchange of goods/services he
wishes to purchase. The vendor verifies the validity of the
credit card by sending the credit card information to the
acquirer. The request is then passeq over to the
customer’s issuer, which may be a bank of a financial
institution. The issuer verifies the information and returns
the authorization to the vendor through the acquirer. The
vendor then accepts payment from the Customer through
-his credit card. The payment is later redeemed to the
vendor by the customer’s issuer through the acquirer and

the customer is debited for the amount which he has to
pay. |

Characteristics of Credit Cards

The main characteristics or fe

: atures .of credit card- are
listed as follows: :

Alternative to cash
Sze:;t C:frd is a .better a{temaﬁve to cash. It removes the
different tr:d“ll'f}’mg vanotfs currencies to. pay at th.e
rd rather ¥ iounters: I_t Is easy and fgst to use a credit
ansactions t an  waiting for completion of cash
- Credit card helps a cardholder to travel
¢ world without a need to carry a large

Mywhere i th
alnou . ‘
ntof cash. The risk of money theft is also reduced.



2.

Credit limit

The credit cardholder enjoys the facility of 5 credi i
set on his card. This limit of credit is determineq 5 imj
credit card issuing entity (bank or NBFC) ont Y the
analyzing the credit worthiness of the Cardhomg after
credit limit is of two types: normal credjt liml'-' ne
revolving credit Jimit. Normal credit limit i lhe“ ang
credit given by the bank or NBFC at the time of iss ‘;Sua[
credit card. Revolving credit limit varjes Uing 5
financial exposure of the credit cardholder.

Facilitates payment in domestic and forejop
currency ‘ o

Credit card gives its holder a unique facility to make
payments either in domestic (native) currency or jf
necessary, also in foreign (non-native) currency as per
requirement. Credit card reduces the cumbersome process
of currency conversion i.e. it removes the financial

complexities often encountered in converting a domestic ,

currency into a foreign currency. Using this featire; a
credit cardholder can easily make payments to merchants
present in any corner of the world.

Record keeping of all transactions

Credit card issuing entities like banks or NBFCs- keepf
eté record of all transactions made by their crefill

tities to raise
ardholdcfS,

compl
cardholders. Such a record helps these en

appropriate billing amounts payabl.c by t.heir c
either on a monthly or some periodic basis.

With the

" qegular charses
‘i

soular charges are bfisic routine charges charged by the
qedit card isSUIng entity on the usage of credit carg py .
ardholder: The regular charges are primarily classifieq
oo WO types- annual charges and additiona] charges
| charges are collected on per annum of yearl;

Annud s
Additional  charges are collected for othe
T

basis.

- gupplementary services provided by the credit card

issuing entity such as add-on-card, issue of a pey credit

Cafdf etc.
¢, Grace period

The grace period is referred to those minimum numbers
of additional days within which a credit cardholder has to
pay his credit card bill without any incurring interest or
financial charges.

7. Higher fees on cash withdrawals

Credit card issuer makes charges on cash withdrawals
made through credit card at the ATM outlets and other
desks. Generally, cash withdrawal fees are quite higher
than fees charged by the bank or NBFC for the other
regular credit transactions. On cash withdrawn done
through a credit card, interest is charged from tﬁe same

day ie. interest
€. tis - i :
Withdravig, charged since the day on whxch, cash is

Additi ‘
ditiona) charges for delay in payment

The creg;

Que dage !azard pa.ymem is supposed to be made within a

Mymen i nmtentxoned on the bill of a credit -card. If
Ot done op time, then a credit-card issuer



Q18.(a) What do you und_crstmld by EDy2 Wi
the bencfit of EDI over traditiong meu:a
0

data and document exchange? ds of

Ans. EDI
The Electronic Data Interchange (EDI) is d
the computer-to-computer exchange o e‘f"ed. Gs :
USingg, -

documents in a Structured, pre-defineq Standarq e
Olmay,

The main purpose of the EDJ is to avoiq ind

additional human intervention of reading apq o Prevep,
\d pr.

Ocessip

information between trading partners by establ; % :
S ng a -

standard data transmission protocol.

EDI can be used to electronically transmit documens
such as purchase orders, invoices, shipping bil]ss .

receiving advices and other standard  busipegs
correspondence between trading partners.

EDI can also be used to transmit ﬁnancia‘l‘infonna'tion
and payments in electronic form. Payments carried out
over EDI are usually referred w as Electronic Funds

Transfer (EFT).

The electronic data interchange process is the computer-
to-computer exchange of business documents between
companies. EDI replaces the faxing and m‘aitling of paper
documents.
EDI documents use specific computer record i
- are based on widely accepted standards. Howeven
company will use the ﬂex_ib.ility z?llowe
in a unique way that fits their business

neCdS-

MDU BCA gy 2617

formats th#t
cachr !

d by the stand iz ‘:

—a

pencfit of EDI over traditiong] Mmethoq
s

document exchange of daty

and
The use of EDI helps to eliminate or signif;
the problems found in the traditiong cafntly reduce
interchange systcm.. With the implcmentaﬁ()n mfonnation
merchants can review thejr Materia] re‘1uireo ED], the
crezte purchase crder. Howevey, instead - of me.nt§ and
pardcopy of the order and mailing jt, tpe purclizztzli a
rder

will be transmitted directly 'to the suppli
electronic network. Pplier over g

On the supplier’s end, the transaction will be
r

and posted automatically. If there ; eceived

c;'m be a})le to send its shipping document and notificatjq

eectromcall)f t-o the merchant, Providing the client witlrll

accurate receiving documents prior to the actual arriva] f
. o

The de Iays

associ - . s
o docypy Ctated with the physical transmission

ent, ‘
s" and the time required for human to



 read and re-enter data. are eliminated and automateq .
by electronic data transfer. i

e EDI minimize the tfime companies spend to identify
and resolve interbusiness problems. Many problem,
come from data-entry errors which could be

eliminated by EDL.

o EDI reduces invoice queries which can be
particularly significant in reducing delays in
payment. - | R

e Labour costs can be reduced, as data are not
required to re-enter frequently and manually at each
stage of the processing cycle. '

e EDI imprbves' custom'er' services by enabling the
ments arked decre®®

quick transfer of documents and a m
in errors. o |

| R | ,' the
In -short, with the implementation of E];I;;i
productivity, efficiency and accuracy betweenl ©
and trading partners can be greatly improves:



ee
Q19.(a) What are the major componen R

ts kOf a
MDU BCARE

Ans. The major components of the EDI system are-

system? Explain. :
2017
1. Standard Document Format

The standard agreed upon format for the docu

: : me
electronically transmitted. Thiobe

2. EDI Translation Management Software

Software used to convert the document your application’ |
S

format into the agreed upon, standard format For
optimum performance the translation software should be
on the same platform as your business application.

3. Communications Software
A programming tool that enables
application.

4. Modem

A  hardware device used ; i
information between computer ‘systems. The higher th¢
baud rate, the faster the communications will be.

5. VAN

ork 10

VAN stands for Value Added Network;iA n;rt:)”m o
it. data v _
i can connect to transmit i
which you etwork can act 85

computer systems to another. One
. gateway to another.

you to write
communications protocols, or a separate application. It

can be a module to the translator or a separate software

to transmit electronic *

P

¢, point-to-Point

A direct Communication link - from one computer to
nother. Some trading partners offer a direct connection
(0 their EDI compu.ter.' Trading partners may opt for the
method of communication instead of using a VAN,

7, Trade Agreement

A legally binding trade agreement between you and ybur
trading partner. -




19.0 What are the benefits of EDI? Also explain the
drawbacks or disadvantages of EDI. *'

0s. Folloying are the benefits of EDI:

1. Speed

Information moving between computers moves more
rapidly and with little or no human intervention. Sending
an electronic message across the country takes minutes or

less.

2. Improved problem resolution

EDI responds quickly to business enquiries and transfers
of documents with an automatic audit to ensure accuracy
and consistency. EDI can minimize the time companies -
spend to identify and resolve inter-business problems as
most of such problems come from data-entry errors.
Thus, EDI improves the relationships between the trading
partners,

3. Streamlines the information flow -

EDI helps in streamlining the flow of information. The
order-processing, shipping of goods, invoice preparation
and transmission can all be done within a few hours. This
* 2 significant improvement over the non-EDI
“IVironment which takes days/weeks to do the same.

Reduceg redundancy

Often tranen. - - b= ' |
at m’l‘;h‘fadmg partners file the copies of same document. .
ne iple places, The EDI environment elimiggs

e
Or mults § :
ultiple copies and reduces redun

o



compromising the accessibility and tetrievg)
documents. of ol

. Reduces Lead Time

As the exchange of documents among tmding
happens electronically through interconnecteq conﬁ“nners
a lot of time is saved. The process of transfemp
documents and information is instantaneoys a .
weeks of time saving as compared to the t
environment that uses postal/courier based e
printed documents.

Uters,
g the
nd offer
raditiopg)

Easy retrieval of older documents

As all the documents exchanged between trading partner

. . , S
are stored in an electronic mailbox, documents cap be
accessed, retrieved and examined at any point of time

very easily. While, in case of a non-EDI system, it may -

take hours or even days to locate and retrieve a printed
business document from the past.

Improvements in overall quality

EDI brings improvements in overall quality by providing
better record keeping, fewer. errors in data, reduction in
processing time, less reliance on human interpretation of
data, minimized unproductive time. \ :

Reduces errors

The direct electronic transfer of documents between inter-

organizational systems eliminates the chances of erofs
) e syStCm

due to re-entry of data printed on paper from on
to another system.

Change Of rER

ovides better information for management

9. Jecision making

: L i infom.]ation and audit trajls for
iransactions, enabling bl-lsmesses o identify areas
offering the grc.a[cs‘ potential for efficiency improvement
and cost reduction.

10 Expands the market reach

Most of the large manufacturers deal only with the ED]
enabled suppliers. In order to streamline the purchase
process, they often form a value-added network. By being
a part of that network, many opportunities open up for

supplying the material to other larger suppliers who are
also a part of the network. ‘

11.Increases revenue and sales

Many large organizations use EDI and trade with other
EDI-enabled suppliers. The efficiency acquired by EDI
reduces the total transaction cost by eliminating
paperwork and related errors. It also helps in quicker
settlement of accounts. The reduced transaction cost
saves money and the supplier is in a better position to
offer the items at cheaper costs, which leads to improved
revenue and sales.

12.Cost reduction and time saving

By eliminating unnecessary paperwork, information flow
becomes more efficient. For example: the seller’s EDI
computer sending electronic billing documents eliminates
the paper invoices.



L3. Improved customer service
EDI can improve customer service by enabling the qui
: (U1 :
s, rcdncmg the £
audit trail,
14. Reduces turnaround time

transfer of business documer
by providing an antomatic

Electronic trading documents ¢

an be delivereq far
quickly than the

A more
1T paper counterparts, thus the turnaroung
time {rom order to delivery can be reduced, :

15. Accuracy with integrity

Eliminating data entry means improved accuracy in the
way data are processed. This contributes to the integrity

and reliability of the business processes. The receipt of

more accurate and complete business transactions
through EDI improves information processing.

16.Planning and forecasting

By using EDI for forecasting and planning, companies

are able to get forward warning of likely orders fmd thus
it can plan the production and stock levels accordingly.

17. Accurate invoicing

electronically:
Just like orders, invoices can also be sent ele;u?:gainst
The EDI invoices can be automatically matc et o
the original order and cleared for paymer;r ke
avoiding all sort of queries that arise when pap
are matched to orders.

Ctrors ang

penefits from DL implementation can also pe
lhcSiﬁe d into direct benefits and long term strategic
clas : ‘

penefits- ‘

pirect Benefits

o Data is entered only at the source, thereby
decreasing the errors.

There is no need for rekeying the information ag the
transfer of information from computer

to computér
is automatic. ‘ :

o Cost of processing EDI documents is much less than ‘
that of processing the paper documents. ' '

Customer service is improved. The quick transfer of
business documents allows orders to be fulfilled
faster. k : '

There is improved Job satisfaction among data entry
operators,

clerks etc. as they are deployed in more
creative activities.

* Information is managed more efficiently.
Strategic Benefits

* Customer ang supplier relations are improved
through more effective and Jaster communication
and exchange of information.

More accurate
achieved gy,p ¢
Place gpq

Sorecasting and business planning is
0 information availability at the right
rig

Bk ht time and with the help of data .
n'l{llng teChniques_ A ’

he “OMpetitive edge is maintained and enhanced.




2. Changing standards

—

e DBusiness trading parey, ery

improved.

relations  with

*  Reduction of paper products is achieved.

Drawbacks / disadvantages of EDI

Following are the disadvantages of EDI:

1. Too many standards

There are too many standard bodies developing Standarc;
documents formats for EDI. For example: one company
may be following the X12 standard fo

trading partner follows EDIFACT standard format.

Each year, most standards bodies publish revisions to the
staridards. This poses a problem to EDI users. Ope
organization may be using one version of the standard

while its trading partners might still be using older
versions.

3. EDI is too expensive

EDI is ekpensive and requires a heavy -investment .to
launch and maintain the technology. Small compani;i
might find it difficult to invest on EDI because of

in i i intaining
expenses to be incurred in implementing and main

it.

4. EDI limits your trading partners

: iness wilh
Some large companies tend to st(?p doglg t;:x:)s:nexmp]e:
companies who don’t comply with EDL el

WalMart is doing business with only those

rmat, while jg

—

 use EDI. The result of this is a limited group of
lthle you can do business with.
pe

Rigid requirements

gDl needs highly structured protocols, previously

established  arrangement, —unique  proprietary bilatera]
information exchanges. -

Requires maintenance of links with other systems

Responsibilities may have to _be change:d during the
introduction of EDI system. Unless this system and the
links with the other systems are managed well, it is not

possible for the data processing department to be
involved in production and purchasing decisions.

. Open to limited traders

EDI requires expensive VAN (Value Added Network)
networking to operate at peak efficiency. Only high-
volume, large trading partners can afford this investment.

- Requires implementation of EDI program

Some companies are only doing business with others who
use EDL. If a company wants to do business with these
Organizations, they have to implement an EDI program.

Requirement of special hardware and software

EDI is point to

point. Every contact requires special
ardware ang software,

10-U5age not easy

Asgy y )
System, EDI is not easy to learn, use and implement.
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Q20.(a) What do you mean by EDY standards?

Exply
in detail. MDU BCA RE 2018 g:;;i:
orR o ubaug
What are standard of EDI? Explain. '
MDU BCA 20
OR i

Explain EDI Standards. MDU BCA RE‘2015
\

Ans. When e-business started, the need for common standargs

was felt as therc were many different types of computer
systems and different ways of storing data. Since the
sender and receiver in the EDI systems had to exchange
business documents that could be interpreted by all

parties, it became necessary to develop standards in EDL,
Many independent or industry-specific standards were
developed to address ‘the requirements. of each industry

segment.

But,a large number of businesses operated across vgriqus
industry segments. Thus, the cross-industry standarlc;sI
were required to provide smooth functioning odeds
systems. Over a period of time, two major EDI standar
have evolved.

: . “the -
e The first one is X12 which was developed by

i of the
Accredited Standards X12 c.ommlzt;;%SI)
American National Standards Institute (

1o ed by
e The second international standard was develope® =

{nistration:
the United Nations EDI for Admi ‘

Commerce and Trade (EDIFACT). g

' i en
EDI standards need these basic compo'n o it
‘ tax for messages which spemﬁJeSSt e ek i
) zizquencc of elements in the data. Ju ;
an

R ———
a language defines where to place the subject, verb
and object in a sentence, similafly ED] syntax defineg
where to put things like the sender’s address, date and
time, reference number and other such values,

o An encoding scheme to identify the character set
being used. :

o A data dictionary that defines the standard business

data elements, such as sender, product code, address,
currency, etc.

« Combinations of data elements to be used  for
standard messages.

ANSI X12

The Accredited Standards Committee (ASC) X12 was set

up by the American National Standards Institute (ANSD
in 1979 to develop cross coun

electronic documents for
the United States. The commi
X12, commonly referred to a
DI standards are firm b
development of EDI is a con

ty standards for exchanging
use by all businesses in
ttee developed ANSI ASC
s the X12 standard. Today,
ut not static because the
tinuing effort.

g;z[rf;i z‘andflrd sets the framederk and rules for
Mucturig :ll]ta Interchange. It describes the fomat for
5 lransn?ittez data, the. types of documents that should

electronically, and the content of each
°0des"(:1r:3;e. identification numbers for various 'fo:ms,
dlyg define in":]ty of fields, and types of information are
®quence , ki © Standard. The standard also defines the
the Information flow.




—~

The ANSI ASC EDI standard defines the dat

; : A Structyg,
and content for business transactions transmity

. P % ed bEtWQen
computer applications. The data is grouped g Ye

all the information required for a particulay b
function, such as a purchase order.

Presey

The X12 standard defines a set of documents refe
as transaction scts, for a wide range of busines
transaction forms. Each transaction is given g NUmeric
code, and cach transaction set is used for defining the
transfer of a single document (purchase, order, manifest
etc.) between the computers of two trading partners, The
data embedded in a transaction set conveys the same
information that is contained in the printed version of the
document. Usually, it is a subset of the whole information
on the printed version. -

tred tg

The X12 devised the standard to deal with transactions
such as purchase order placement, order processing,
shipping, invoicing, payments, and cash application
processing for products and services. In.the X12 standard,
paper documents related to particular business activities
are mapped into a transaction set. It assigns a numeric
code to each of these transaction sets in a manner Very
similar to the numbering of business forms allowed at
many organizations. g

Examples of ANSI ASC X12 transacﬁons include:

e Vendor Registration (form no. 838)

e Request for Quotation (form no. 840)
form no. 843)

e Response to Request for Quotation (

. ' pur

chase Order or Delivery Order (form no, 850)

purchase Order Acknowledgement (form no, 855)

functional Acknowledgement (form no. 997)
o

o ACT- AN International Standard
4 £

[n 1987, the United Nations announced an international
dandard called EDI for Administradon, Commerce, and
Transport (EDIFACT). The EDIFACT standard js
promoted by the United Nations Economic Commission,
which is responsible for the adoption and standardization

of messages. The International Standards Organization
(1S0) has been entrusted with the responsibility of
developing the syntax and data dictionary for EDIFACT.

EDIFACT serves the purpose of trans-border
standardization of EDI messages. EDIFACT combines |
the efforts of American Nation Standards Institute’s ASC
X12, Trade Data Interchange (TDI) standards developed
and d?ployed by much of Europe and United Kingdom.

E ; 5 . ,
st?nIgACT 1.s a set of internationally agreed upon
e ‘;‘dS, directories and guidelines for the electronic
y change of structured data that relate, in particular, to
¢1n goods and services,
EDIFA . .
a Iogiccz;lr consists of data elements (a value), segments
llection gfm“p of data elements), and messages (a
and ), Ol segments relating to a business function),
les for Combining them.
ach data
el .
' 8 ement has attributes such as:

Oded ¢ . :
38 or identifjer (code dictionary)



« Title

+ Plain text description

« Format (Jength and datatype or class)

» Year of insertion in Directory,
issue in parenthesis.

EDIFACT is becoming widely accepted as the fo

international ED] standard. Today,
are working towards compatibility.”

Temost

EDIFACT and ANg;

am

: e tw
along with Previoys agreemen

ViR

ow A EDI standards implemented?
oV

1O pyplain.

using EDL the trading partners must set up a trade
e

pefor hich will define all the parameters of EDI. -

Fach partner in an EDI trade agreement must
independently determine a method to translate
i

internal data to and from EDI formatted messages.

Fach partner must agree on the communications
media and arrange the method for transmitting
information. This may involve any of several methods
such as a dedicated communications link, a VAN or
the Internet.

+ Each partner must provide for system recovery in
case of failure or error, security and timely response.

The sender must convert data from an internal system to
EDI formats for transmission. The receiver must be ready
receive transmissions in a timely fashion as agreed by
tlradm.g partners. This could be instantaneous or at regular
:tme intervals. Data could be transmitted to a VAN and
0 . . :
cO:id for later retrieval by the receiver.- The receiver
ve o “
1ts the EDI transmission data to the internal system
or Processing,
E ,
“h transaction
© header areq
Such .
ey 3 businesg
al U’ansactio
i n
» ®tc. where

Set represents a single business form.
contains the preliminary information
name, address, date, etc: Next is the
information, the item, description, .
¢ach line corresponds to one segment -




- N
and each item in the segment is a data element, Last i

summary data which contains the contro] infoxmation,

Each data element is assigned a unique refere
in the EDI master data element list. The struc
message is strictly defined while allowin
length data.

nce numbe.r
g for Variable

The transfer of information can be done by any electronic
media from magnetic tape to telecommunication, ED]
standards are designed to be independent, of
communications media. Before any transaction can occur

the sender and receiver must ensure that a valid

connection has been established. Methods of ermor

checking and recovery must also be established to |

safeguard against lost of data. :

what do you mean by EDI security? Explain

h | @ in detail. MDU BCA RE 2018, 2018, RE 2016
: 1

OR

Explain EDI Security. MDU BCA 2016

—_— =y

An important aspect of EDI is the security of messages

'during exchange. It should be ensured that the
interchange of messages is reliable. Further aspects of
security are:

o Controls in the EDI standards

EDI standards include controls designed to protect

against errors in message and the corruption of message-
during the interchange.

* Controls in the transmission protocol

Transmission protocols include protection, such as
longitudina] control totals in order to detect any
Corruption that occurs during transmission. When the
“omption of message is detected, the network system

$ g b 5 _
.lans @ retransmission without the need for outside
Interventiop, -

Protection against tampering

n th i Ny . -
i °T¢ is a concern that the transmission might be

signatur:fd and modified, it can be protected by a digital

m 8ge reces >1gnature is designed to ensure that
g, e €Ived is exactly the same as the message
au‘hOrize i, n.sures ‘that the source of message is an
 Tading Partner and “the message was not
€ transmissjon,

-



,‘M‘N .
®  Privacy of message 2
In case, when the ¢

ontents of the message are
sensitive, the priv

acy of the message ¢
during transmission by encrypting the dag
the process of encoding messages or info
a way that only authorized party i.e. the
can read it.

cons'idcmd"

A Encryptigy is

-
-

e  Non-repudiation

One potential problem is that the recipient of the message
might deny having received it. Non-repudiation means to
ensure that a transferred message has been sent ang
received by the parties claiming to have sent and received
the message. It is a way to guarantee that the sender of a
message cannot later deny having sent the message and
that the recipient cannot deny having received the
message. Non-repudiation can be obtained t.hrf)ugh the
use of digital signatures, confirmation services and
timestamps.

The figure shows the overall facilities for EDI securtty

and privacy: :

uaysks uopwdddy
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Ry i

! «pect of security provided for by the EDI
Anothef ?»pghe receipt of acknowledgement message.
stnnd;}rd lir ansaction specific message sent out by the
This' x‘s a svstem to acknowledge each message, order
rccen'lﬂ(‘a;i :G partners that use receipt acknowledgement
ote. T2 :,:ed to be clear about the level of security
@s”sz; ieby the recipient of the acknowledgement. The
g)pl acknowledgement message can be:

., Automatically generated by the EDI Software
(physical acknowledgement). It informs the sender
that the message has arrived but there is no guarantee
that it is passed to the application for processing or
that it is a valid transaction within the application.

+ Coded into the application to confirm that it is in the

system for processing.

Produced by the application once the message is

processed to confirm that the message was valid and

possibly to give additional information such as stock
allocation ang ex

pected deliv date (logi
acknowledgement). e i



